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1.0 EXECUTIVE SUMMARY

The Cargo Handling Cooperative Program (CHCP) Seal Technology and
Process Program is a testing and evaluation effort intended to develop the
technical knowledge and experience regarding electronic container seals (e-
seals) that is necessary to support on-going and proposed container security
initiatives.

Under the current phase of the program, the results of which are reported in this
document, the CHCP tested and evaluated the operation of selected radio
frequency (RF) based e-seals. Electronic seals were evaluated from four
manufacturers that are currently supplying electronic container seals to the
marketplace. In addition, the CHCP also evaluated one non-RF e-seal solution.
This product has similar functionality, in terms of security and data, as the other
tested e-seals but uses a contact memory linkage to transmit data instead of an
RF link.

As part of the current effort, the CHCP first tested each of the evaluated RF e-
seals in a laboratory to determine baseline communication performance both in
free space and mounted on a container. Each seal was then evaluated for
readability in three different field environments: on a container being moved
through a container terminal gate, on a container moving along an open road,
and on a simulated container being moved on a double-stack rail car. Seals were
tested to not only determine how the technologies perform in these real-world
environments but also to evaluate the various trade-offs that exist with e-seal
design and the potential impact of those trade-offs on functionality, reliability,
utility, and cost.

The goal of this effort was not to select a “winner” (i.e., a seal which would
become an industry standard) but rather to develop the technical baseline that
will help government and industry stake-holders select appropriate solutions
based on security, operational, and economic requirements. As such, testing
and evaluation was completed not to provide a head-to-head comparison of e-
seals from different manufacturers but instead to identify the major design trade-
offs that exist between the various seals and to identify how these design trade-
offs might effect the deployment and performance of the seals and seal reading
systems.

From the results of the testing and evaluation effort the CHCP was able to reach
a number of conclusions regarding the state of e-seal technologies, the trade-offs
involved in e-seal design, the need for and challenges of developing standards
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for e-seal deployment, and future work that should be pursued in e-seal
development.

The most basic issue addressed during the electronic seal evaluation effort was
an overall assessment of the current maturity of e-seal technologies and of the
readiness for wide-scale deployment. The results of all the testing and
evaluation efforts indicate that, as an overall product, e-seals are relatively
mature and are based on technologies that have been proven in many other
applications. There are no identified problems with the underlying technologies
that would prevent immediate wide-scale deployment within the container
industry.

The evaluation of e-seals showed that while the overall product was relatively
mature, there are wide variations in the maturity of devices available from
individual manufacturers. Some of the available e-seals exhibited more
advanced levels of design and experience and product support from the vendors.
In addition only a few e-seals have had significant previous deployment in actual
operations and those vendors have developed valuable experience in problem
solving and optimization of reader set-up. These factors have a major impact on
the ability to achieve good system performance in the field.

A key finding of the evaluation effort is that although all RF based e-seals
operate using the same basic underlying technology, there are widely divergent
solutions in terms of how the technology is applied. E-seals from different
manufacturers use not only different communication frequencies but also widely
different communication protocols, reader infrastructure architectures, and
tamper detection methods. Although there are a limited number of devices
available in the marketplace, the devices tested showed a wide range of design
features.

The major areas of design in which the trade-offs occurred are as follows:

Frequency
Communication Protocol
Reader Infrastructure
Seal Location

The results of the testing and evaluation clearly emphasize the need for
standards in the area of electronic seals design and operations. There are a
large number of potential e-seal design and operational parameters that can be
selected. If there is to be any sort of interoperability of devices used by the
various carriers and shippers in the industry then it is critical to develop a set of
standards that will allow communication between seals and readers from various
manufacturers.
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The choice of frequency reflects numerous factors including not only technical
considerations but also international availability of frequencies and economic
considerations. Only the 2.44 GHz frequency band is available worldwide and in
that case the allowable power levels vary by country. All tested e-seals use
unlicensed, shared frequency bands that could result in future radio frequency
interference problems in urban and terminal areas. A world-wide frequency with
adequate bandwidth for future container security systems would ensure future
inter-operability.

Beyond simply specifying a frequency at which seals should operate, it will be
absolutely necessary to establish standards for data, communication protocols,
seal placement, and reader placement. These standards will have to allow seals
from a variety of manufacturers to be reliably interrogated by readers systems
from all other manufacturers at the facilities of all stakeholders. At the same time
standards must be open enough to provide for a competitive marketplace and to
allow for future innovation and evolution.

The design of e-seals and maturity of the technologies will continue to improve
along with significant gains in performance. For this reason, it is critical to allow
for this growth in performance in any application to the industry. Any standards
that are developed must allow for upgrades in products over time. In addition, it
is important for the industry to provide feedback and guidance to the vendors in
order to maximize these improvements. All of the vendors involved in this effort
are very interested in improving their products to better support industry needs.
However, they require direct interaction from users to guide this process.

A final important conclusion regards the future development of electronic seals
and related technologies. While e-seal technology was, in general, found to be
mature and immediately applicable to container security, it was recognized that
these devices alone would have only a limited impact in improving container
security. Future systems will certainly solve many of the problems by focusing
on the entire container rather than just sealing the doors.
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2.0 INTRODUCTION

2.1 Purpose

The Cargo Handling Cooperative Program (CHCP) Container Seal Technology
and Process Program is a testing and evaluation effort intended to develop the
technical knowledge and experience regarding electronic container seals (e-
seals) that is necessary to support on-going and proposed container security
initiatives. Previously under this program the CHCP reviewed the availability of
e-seals in the marketplace and made an initial evaluation of product functionality.
In addition, the CHCP conducted an industry survey to discuss
opinions/concerns about e-seals and container security. The results of this effort
detailed industry issues, concerns, and challenges with e-seal implementation.

Under the current phase of the program, the results of which are reported in this
document, the CHCP tested and evaluated the operation of selected radio
frequency (RF) based e-seals. Electronic seals were evaluated from four
manufacturers that are currently supplying electronic container seals to the
marketplace.

In addition, the CHCP also evaluated one non-RF e-seal solution, the Navalink
from CGM. This product has similar functionality, in terms of security and data,
as the other tested e-seals but uses a contact memory linkage to transmit data
instead of an RF link.

As part of the current effort, the CHCP first tested each of the evaluated e-seals
in a laboratory to determine baseline performance both in free space and
mounted on a container. Each seal was then evaluated for readability in three
different field environments: on a container being moved through a container
terminal gate, on a container moving along an open road, and on a simulated
container on a double-stack rail car. Seals were tested to not only determine how
the technologies perform in these real-world environments but also to evaluate
the various trade-offs that exist with e-seal design and the potential impact of
those trade-offs on functionality, reliability, utility, and cost.

The goal of this effort was not to select a “winner” (i.e., a seal which would
become an industry standard) but rather to develop the technical baseline that
will help government and industry stake-holders select appropriate seal design
parameters and functionality based on security, operational, and economic
requirements. As such, testing and evaluation was completed not to provide a
head-to-head comparison of e-seals from different manufacturers but instead to
identify the major design trade-offs that exist between the various seals, to
identify how these design trade-offs might effect the deployment and
performance of the seals and seal reading systems.
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2.2 Report Structure

The introduction describes the purpose of the effort, the report structure, and
provides references. Section 2 summarizes all the test results and findings of the
e-seal performance evaluation effort. Section 3 provides further analysis of the
results and derives conclusions as they relate to the container and e-seal
operational requirements. Five appendices follow the list of acronyms. Appendix
A provides detailed results and observations of laboratory testing. Appendix B
provides detailed results and observations of in-gate testing. Appendix C
provides detailed results and observations of on-rail testing, Appendix D provides
detailed results and observations of on-road testing, and Appendix E provides
the simulation results.

2.3 References

1. CHCP- Agile Port and Terminal Systems Technologies: Report on Industry
Requirements for Electronic Container Seals, August 23, 2002.

2. CHCP- Agile Port and Terminal Systems Technologies: Report on Electronic
Container Seal Technologies, August 23, 2002.

3. CHCP- Agile Port and Terminal Systems Technologies: Test Plan, February,
2003.



Container Seal Technologies and Processes
Phase I Final Report

3.0 CONCLUSIONS/RECOMMENDATIONS

From the results of the testing and evaluation effort the CHCP was able to reach
a number of conclusions regarding the state of e-seal technologies, the trade-offs
involved in e-seal design, the need for and challenges of developing standards
for e-seal deployment, and future work that should be pursued in e-seal
development:

Overall State of Technology: The most basic issue that was addressed during
the electronic seal evaluation effort was an overall assessment of the current
maturity of e-seal technologies and of the readiness for wide-scale deployment.
The results of all the testing and evaluation efforts indicate that, as an overall
product, e-seals are relatively mature and are based on technologies that have
been proven in many other applications.

There are no identified problems with the underlying technologies that would
prevent immediate wide-scale deployment within the container industry. Under
favorable conditions (acceptable reader-seal range, good line of sight, optimized
set-up and communications) all tested e-seals were found to be functional in the
gate environment, the most basic e-seal application.

For other types of reader installation (on-road or on-rail) the results were found to
be more variable. Because of differences in the design of products from the
various vendors, different solutions produced widely different performances in
these environments. The specific design trade-offs involved are discussed later
in this summary.

In addition, the evaluation of e-seals showed that while the overall product is
relatively mature, there are wide variations in the maturity of devices available
from individual manufacturers. Some of the available e-seals exhibited more
advanced levels of design and experience and product support from the vendors.
Only a few e-seals had significant previous deployment in actual operations and
those vendors have developed valuable experience in problem solving and
optimization of reader set-up. These factors had a major impact on the ability to
achieve good system performance in the field testing.

Evolutionary Products: During the six month testing effort, an attempt was made
to use to most up-to-date versions of devices from each manufacturer. However,
this is an industry that is very dynamic with new and updated products constantly
being introduced. During the test period every vendor of RF e-seals introduced
either improved seals or updated reader software. The CHCP included these
updates whenever possible in order to evaluate the latest e-seal design. Many of
these updated products resulted in improved e-seal performance.




Container Seal Technologies and Processes
Phase I Final Report

The design of e-seals and maturity of the technologies will continue to improve
along with significant gains in performance. For this reason, it is critical to allow
for this growth in performance in any application to the industry. Any standards
that are developed must allow for upgrades in products over time.

In addition, it is important for the industry to provide feedback and guidance to
the vendors in order to maximize these improvements. All of the vendors
involved in this effort are very interested in improving their products to better
support industry needs. However, they require direct interaction from users to
guide this process.

Design Parameters and Trade-Offs: A key finding of the evaluation effort is that
although all RF based e-seals operate using the same basic underlying
technology, there are widely divergent solutions in terms of how the technology is
applied. E-seals from different manufacturers employ not only different
communication frequencies but also widely different communication protocols,
reader infrastructure architectures, and tamper detection methods. Although
there are a limited number of devices available in the marketplace, the devices
tested showed a wide range of design features.

This variance in designs was extremely beneficial to this effort because it allowed
the CHCP an opportunity to explore trade-offs in the design of the electronic
seals. As part of the testing, evaluators compared the design features of each e-
seal with the measured and observed performance. From these evaluations they
were able to reach conclusions regarding the impact of various design decisions
on reliability, utility, and potential cost. In this evaluation, potential cost was
assumed to be directly related to the complexity of the e-seals and reader
infrastructure, the reusability of devices, and the availability of components. The
actual cost of deployment may or may not reflect the potential costs. It was not
possible to compare actual costs for a variety of reasons. First, the actual cost of
these products is highly dependent on the volume of units manufactured.
Second, it was not possible to verify the cost projections provided by individual
manufacturers. Therefore, it was decided to simply compare the potential cost
based on the complexity of the seals and reading devices.

In addition to these particular design parameters described below, there was also
a wide range in the sophistication of the tested e-seals. The Savi e-seal for
example is a fairly sophisticated device. Electronics have been designed to
maximize performance. The result of this is a system that was found to have
extremely good range and reading reliability. Conversely, other manufactures
have developed less advanced solutions that have somewhat reduced
performance but which they feel could be produced at a lower overall cost.

The major areas of design in which the trade-offs occurred are as follows:
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Frequency — One of the most discussed design decisions involves the
communication frequency of the electronic seals. The four evaluated
seals communicated to readers at three different frequency bands: the
Savi and e-Logicity seals operate at 433.92 MHz, the Hi-G-Tek seal at
916.5 MHz, and the All-Set seal at 2.44 GHz.

There are two major concerns over frequency choice that were
investigated in this evaluation. The first is the ability of the signal from
seal to reader to propagate around objects in the reading environment,
allowing reliable reads in complex environments. The second is the
potential for interference from other RF devices in the environment. The
results from all of the testing and evaluation indicated that there was no
major impact in selecting any one frequency over another in regards to
either of these factors. All of the frequencies, in and of them selves,
provided adequate reading performance. None of the frequencies
exhibited a significantly improved ability to allow signals to propagate
around interfering objects. Neither were any significant interference
problems found during the testing. The subject of interference is further
discussed later in these conclusions. The only potential variation found in
performance due to frequency was in the simulated on-rail condition. In
this case the testing and evaluation indicated that there might be some
improvement in readability at higher frequencies.

The choice of frequency reflects numerous factors including not only
technical considerations but also international availability of frequencies
and economic considerations. Only the 2.44 GHz frequency band is
available worldwide and in that case the allowable power levels vary by
country. The ultimate selection of frequency will likely depend on these
other factors rather than performance considerations.

Communication Protocol — Tested e-seals also employed various different
communication protocols to transmit data from e-seal to reader. There
were three basic methods that were used by different vendors. Products
from e-Logicity use a timed transmission from seal to reader while the
systems from AllSet and Hi-G-Tek employ a seal. That is queried from a
reader. Savi uses a unique query type system that employs a “signpost”
to query seals and a separate reader to receive the transmitted seal
signal.

In a timed transmission, the e-seal is set to transmit data at a specified
interval. This transmission occurs continuously and requires no
communication from reader to seal initiate the transfer of data. The seal
and reader electronics are relatively simple for this type of seal because
the reader is not required to transmit and the seal in not required to
receive. Therefore, the complexity and potential cost of equipment for this
seal type is relatively low. However, the timed seal transmission puts a
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constant drain on the seal battery. This can present problems with seal
life and readability. If the seal is set to transmit at very short time intervals
the seal life is significantly reduced. If the seal is times to transmit at
greater intervals there can be readability problems, especially in
conditions where the seal is moving past the reader at speed.

In a queried transmission, the reader periodically transmits across the
read zone. If a seal is present, it is then activated and transmits data back
to the reader. The seal and reader design involved in this type of seal are
somewhat more complex than with a timed seal, potentially increasing
cost. Both seal and reader must transmit and receive and the seal must
be designed to detect a proper reader query and respond. The e-seal is
required to transmit only when queried, extending the battery life and
avoiding readability issues involved with the transmission rate.

The Savi SmartSeal differs somewhat from the other query-type systems.
Savi uses fixed “sign posts” to transmit and query the e-seal. The e-seal
then is activated and transmits back to a separate reader. The
advantages of this system are that the reader design remains less
complex and the number and orientation of signposts and readers can be
optimized.

» Reader Infrastructure — The evaluation and testing effort revealed a major
design trade-off between the e-seals produced by various manufacturers.
This trade-off involved the range of the e-seals/readers versus the cost
and number of readers required to cover a typical gate area.

In a typical reader set-up at a terminal gate there is a relatively large area
that containers pass through that must be covered be the reader
infrastructure. The designs of the various e-seal products have a major
impact on the range that the system can be effective and on the ability of
the devices to communicate in complex environments. These differences
in effective reader range have a major impact on the infrastructure
required to cover a large reading area such as a terminal gate.

For a more sophisticated type device, such as the Savi SmartSeal, which
has a large effective range, a single reader (and signpost in this case)
can effectively cover the entire area. For less complex and less
sophisticated seals, it will most likely be necessary to install multiple
readers to obtain reliable reads across the entire area. This is an
important trade-off that will determine the total infrastructure cost of an
installation. Less complex systems will have a lower potential cost per
reader, however multiple readers will likely be required. More
sophisticated devices could have greater potential cost per reader but only
a single reader might be required.



Container Seal Technologies and Processes
Phase I Final Report

This particular trade-off is also affected by the information requirements on
the user. In particular, if the user wishes to discriminate between lanes in
the gate (i.e. match e-seal data to a particular lane of travel) then, for most
systems, an individual reader is required for each lane. In this case,
where the required read range is small, then the less complex systems
may be more appropriate. However, Savi's hybrid system has the ability
to discriminate between lanes with only a single reader. In this case, a
signpost can be placed in each lane. The e-seal detects the identity of the
querying signpost and transmits that data to the reader.

» Seal Location: Various different seal locations and attachment methods
were evaluated as part of this effort. Three of the manufacturers mount
their seals near the center of the container doors close to the locking bars.
The seals are affixed to the container and seal the doors either with a bolt
through the hasp on the door handle or with a cable around the two
vertical keeper bars. Tampering is detected if the bolt is removed or the
cable is cut.

The AllSet seal mounts on the upper right of the container door between
the frame of the container and the door itself. The seal is either
permanently or affixed or help in place by a magnet. Tampering is
detected using a pressure sensor on the door that is able to detect when
the door is opened or closed.

There a few trade-offs that were observed in the selected seal location.
CHCP evaluators felt, in general, that the location of the AllSet seal on the
doorframe could provide improved tamper detection over the other
solutions. Many stakeholders have questioned the security of e-seals that
are attached to the door locking mechanism, particularly bolt seals. It has
been shown in studies of mechanical seals that it is possible to bypass
these types of solutions and open the doors without detection. The
location and detection method on the AllSet seal provides positive
detection of door opening.

However, the location of the e-seal on the doorframe also presents
potential logistical problems. The door of the container must be open to
install the seal. In cases where seals might be installed in-transit, security
could be compromised by having to open the doors.

The testing did not show any particular performance advantage, in terms
of readability, for either seal location. Both locations showed similar
performance in all three field tests.

Reading Limitations: The testing of these devices showed that although all of the
devices worked in good reading conditions, there were a number of
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environmental factors that had a significant impact on readability. These
environmental factors had widely different effects on each of the seals,
depending on the design parameters of each. The more sophisticated systems
provided good performance in more demanding situations, however the
performance of all the evaluated seals was impacted by these factors:

- Line of sight from reader to seal

- Range of reader to seal

- RF interference

These factors alone have a much grater impact on readability than any of
the e-seal design parameters such as frequency or communication
protocol. It is critical to optimize the factors at any installation in order to provide
adequate reading performance.

Building Off Other Industries: An observation was developed during the
evaluation that has particular relevance to future e-seal development. The
technologies and communication functionality being employed in e-seals are
similar to those in many other industries. Devices employing wireless
communication are currently are major area of development and new
breakthroughs are constantly being made. These other industries also have the
potential for much larger product volumes that the electronic seal industry will
ever have.

In order to rapidly improve e-seal performance and reduce device costs, the
container industry should take maximum advantage of the technology and
product developments occurring in these other industries.

A major factor in the cost of electronic seals is the design and production of
chipsets for the devices. Customized production required large volumes before
costs can be reduced. If e-seals can be developed that employ standard
chipsets that are used across industries, these reduced costs can be taken
advantage off immediately.

Potential for interference problems: During the survey industry, a concern was
put forward by a number of participants regarding interference with the e-seals
from other RF devices. This was a particular concern for the 2.4 GHz frequency
band, where a number of other devices, such as cordless telephones and
wireless computer networks operate. It was felt that with the rapid proliferation of
these types of devices, that there could be readability problems at that frequency.

The testing in the terminal environment indicated that interference is not a major
concern at the present time. The terminal at which the gate testing was
performed had several wireless devices operating at 2.4GHz in near proximity to
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the gate. The devices still managed to operate successfully. This is most likely
due to the advanced electronics used in the 2.4 GHz device, the All-Set allSeal.
This device employs spread spectrum technology, in which multiple frequencies
within the approved band are used to improve communications.

Despite the successful performance of the 2.4 GHz seal in the tested
environment, it must be noted that there is still potential for future interference
problems. The number and types of wireless devices operating within this
frequency band is quickly expanding. It is expected that these types of devices
will become pervasive across most areas in the near future.

While the completed testing shows no evidence that interference from these
types of devices will occur in the future, neither does it rule out the possibility. It
will be important to consider this possibility in selecting e-seal frequencies for
future use.

On-Rail Performance: A major concern raised by the industry regarding e-seal
application is the ability to read electronic seals when the containers are being
transported by rail on a double-stack container car. Specifically, there was
concern that in the case where two 20-foot containers were placed on the bottom
row of the container car with the container doors facing each other, it would be
extremely difficult to get reliable reads from e-seals. In this situation, there is a
very small distance between the doors and the line of sight from the reader to the
e-seal would be very limited.

The testing conducted under this effort indicates that the concern over readability
in the on-rail case is probably over-stated. It was found that the electronic seals
allow for significant signal to escape from the gap between containers. While
there was limited direct line of sight, the cavity between the containers, in effect,
directed the signal out the sides towards the readers. This effect was found to be
most prevalent at greater communication frequencies.

Electronic Seal Standards: The results of the testing and evaluation clearly
emphasize the need for standards in the area of electronic seals design and
operations. There are a large number of potential e-seal design and operational
parameters that can be selected. To achieve any sort of interoperability of
devices used by the various carriers and shippers in the industry, it is critical to
develop a set of standards that will allow communication between seals and
readers from various manufacturers. However, the wide variety of design
decisions regarding show how difficult it will be to reach an agreement these
standards.

Beyond simply specifying a frequency at which seals must operate, it will be
absolutely necessary to establish standards for data, communication protocols,
seal placement, and reader placement. These standards will have to allow seals
from a variety of manufacturers to be reliably interrogated by readers systems
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from all other manufacturers at the facilities of all stakeholders. At the same time
standards must be open enough to provide for a competitive marketplace and to
allow for future innovation and evolution.

Alternative solutions to RF E-Seals: Although the main goal of this effort was to
test the maturity and applicability of RF-based electronic seal technologies, the
CHCP felt it was also important to make a comparison to other competitive
devices that could provide the same functionality as RF e-seals. As such, the
evaluation effort included an investigation of a contact memory e-seal. This seal
functions in the same manner as the RF e-seals in providing security and in the
collection and storage of shipment data. The only difference in operation is the
method by which data is transmitted from the seal to the information system. RF
e-seals are remotely read using a reader mounted some distance away from the
container. Reads can be made while the container is still or moving without
human intervention. Contact memory e-seals require a worker to physically
touch the seal with a reading device (typically some sort of wand) to collect data.
The major advantages of contact seals are significantly lower costs for both seal
and reader, reduced infrastructure, and greater reliability in reads. The trade-off
is significantly increased labor costs.

The CHCP found contact memory e-seals to be a viable alternative to RF seals.
Depending on the economic and labor situation, contact memory seals could
provide a more attractive security solution for some stakeholders. The evaluation
of the device showed that in terms of data functionality and security provided
there is no difference between the contact memory and RF solutions. In
addition, some industry members felt that the requirement for human intervention
was actually positive. “Manual” interrogation of the seal resulted in a visual
verification of the integrity of both the seal and the container.

It should be noted that there could be other alternative e-seal products developed
that would provide choices other than RF solutions. It is important that these
options be considered when developing security systems. In many cases they
could provide adequate functionality at significantly reduced cost.

Seal Solutions Versus Container Solutions: A final important conclusion regards
the future development of electronic seals and related technologies. While e-
seal technology was, in general, found to be mature and immediately applicable
to container security, it was recognized that these devices alone would have only
a limited impact in improving container security. Most stakeholders have
observed that anyone who has sufficient motivation can bypass any of these
existing electronic seals by accessing the container through the walls or ceiling.
In addition, these current e-seals only have the ability to report tampering when
queried from a reader. They do not provide any real-time indication of a security
breach.
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Future systems will certainly solve many of the problems by focusing on the
entire container rather than just sealing the doors. This progression has already
begun in the evaluated seals. For instance, the AllSet seal is manufactured with
a data input port integrated with the seal. The port can be connected to sensors
within the container to better detect tampering. Other vendors are beginning to
experiment with integrating e-seals with on truck or on-chassis communication
devices to provide real-time monitoring of the seals. These and other
developments will ultimately provide significant improvements in both security
and industry efficiency.
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4.0 SUMMARY OF THE TEST RESULTS

This section provides a summary of the e-seal performance results obtained
during the e-seal laboratory evaluation, during terminal testing, as well as the
results obtained from computer simulation of e-seals in specific environments.
Detailed laboratory test measurements are presented in Appendix A, in-gate test
results are presented in Appendix B, on-rail test results are presented in
Appendix C, on-road in Appendix D, and simulation results are presented in
Appendix E.

It is important to note that the objective of this effort was to collect measurements
that will be used to analyze a particular seal characteristic such as frequency,
communication protocol, etc. Hence, this section does not compare and contrast
specific vendor features and results.

4 .1 Selected Seals

The seals that were selected for our evaluation are listed in Table I'. Note that
all selected seals except CGM’s are RF seals. CGM’s is a Contact Memory seal,
so a number of tests designed to test the performance of RF seals were not
applicable to the CGM seal. Of the RF seals, two operate at the 433.92MHz
frequency, one at the 916MHz frequency and one at the 2.44GHz frequency.

Data

Seal Vendor Transmission RF Freq.
eSeal e-Logicity Active RF 433.92 MHz
DataSeal Hi-G-Tek Active RF 916.5 MHz

. . 123 kHz &
SmartSeal Savi Active RF 433.92 MHz
AllSeal All Set Active RF 2.44 GHz
Tracking

MacSema + Contact
Navalink CCM Memory n/a

Table 1. Selected Seals

4.2 Laboratory Test Results

The objective of the laboratory testing and evaluation was to gain understanding
of e-seal key features and their operation; to evaluate potential technical
challenges and different methods of e-seal use in the terminal environment; and
to establish baseline parameters of the selected e-seals in a controlled
environment.

! Seals were selected based on the Phase | e-seal study and e-seal availability for Phase I
testing.
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In addition to e-seal functional evaluation, the laboratory effort also included:
e Frequency measurements of seals and readers

All the findings from the laboratory effort are presented in Appendix A.

E-seal Feature Summary

Table 2, below summarizes key characteristics of evaluated e-seals.

Establishment of Seal Signal-strength Maps
Establishment of Reader-to-seal strength maps
Establishment of Reader-to-seal range maps
Establishment of Seal-to-reader range maps

Seal Name eSeal DataSeal ST-605-SL1 AllSeal Navalock+
SmartSeal MacSema
Vendor e-Logicity Hi-G-Tek; Savi All Set CGM
Tracking
RF Frequency 433.92MHz 916MHZz* 433.92MHZ° 2.44GHz N/a
&123KHZ*
Container Bolt Indicative Bolt Indicative Loop or
Protection locking bar
Re-useable? No Yes Yes (except Yes No®
bolt)
Input (forward) RS232 RF, 125 kHz or | 132 kHz RF 2.44GHz contact
methods and 916 MHz. (on/off) (from DSSS, ASK
modulation FSKw/ 40 kHz | “Signpost”)
dev.
Output (reverse) | Active, always- | RF, 125 kHz or | 433 MHz, FSK | 2.44GHz contact
methods and on RF, 315 or 916 MHz. (to Rdr), as DSSS, ASK
modulation 433 MHz. FSK | FSK w/ 40kHz “beacon” or query
at 8kHz mod. dev. under
LEDs: OK/not interrogation
OK
Range 13.3dBat21m | 30-80m (916 8m (132 kHz) 30m N/a
MHz). 100-300m (433 | tuned to 80m
0.6m (125 kHz) | MHz)
Communication | Broadcast Query Proprietary: Bluetooth lite N/a
Protocol Query;
Broadcast
Tamper self- Change in Impedance Change in Door gasket Visual
detection resistance on change in 48 magnetic flux pressure inspection
means cutting of bolt. parallel wires. through steel sensor
Resistivity Random bolt
differs among connections.
bolts.
Transmitted Seal ID°. All’ Al Al Al
Data sensors®

2 For non-U.S. markets, DataSeal systems available in 315 MHz, 318 MHz, and 433.92 MHz versions.
3 For non-US markets, eSeal available in 315 MHz version
* SmartSeal uses low frequency for short-range, one-way communication from “Signpost” to seal, and UHF
for long-range, two-way communications between seal and “Reader.”
> If bonded to the container rather than to the mechanical seal system, the memory component is re-useable
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Seal Name eSeal DataSeal ST-605-SL1 AllSeal Navalock+
SmartSeal MacSema
Event data Tamper status Time/date of: Time/date of: Time/date of
recorded/sent always open, close, open, close, open, close,
transmitted. tamper. tamper. tamper, reader
Reader ID Tamper status ID
sent by beacon.
Data Space [Some for 2kB 32kB (8kB typ. 5kB
container ID] used)
Security No Encrygtion: e-seal none Challenge /
Mechanism 3DES Passwords for response
reader authentication
authentication
Battery life 3 months 4+ yrs at 50 5yrs 10yrs
(advertised) reads/day

Table 2. Summary of Evaluated E-seals

Frequency Measurement

The objective of the frequency measurement test was to validate frequencies and
time intervals reported for a particular seal. Most of the measurements were
consistent with vendor reported data, with minor variations in measured packet
durations and transmit intervals.

Signal-strength Maps

The Signal-strength Map measurements were conducted both with and without
the container door. Without a container door, the measured field pattern is
attributable primarily to the e-seal’s antenna and its construction. With a
container door present, the measured field pattern includes the effects of
reflections of RF waves. The purpose of measurements was to provide data to
help build and validate numerical models of the e-seal’s RF characteristics
(radiation patterns). The e-seal numerical models were then to be used in the
computer simulation of various scenarios. The simulation scenarios and results
are included in Appendix E.

The obtained signal-strength maps for e-Logicity and Savi e-seals were
consistent with the vendor’s expectations. The Hi-G-Tek measurements were
conducted without the seal wire, and that may have affected the radiation
pattern. The All Set seal signal-strength map was also different from what the
vendor reported observing in their internal tests. With the door present, our

% The eSeal version tested does not store Container ID data. Seal ID and container ID are expected to be
associated in the users database

" AllSet seals transmit their Seal ID. Additional Data capabilities are: (1) Container ID, (2) Reader ID and
data, (3) Time stamp, (4) Manifest, (5) Encryption

8 Integratable with sensors

? for the forward communications
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measurements detected a weak signal region directly rearward from the door
while All Set’s did not. This weak signal may derive from the interference patterns
generated by the door.

Range Maps
We attempted to collect measurements for range maps. However, all of the seals

had a range of at least 30 meters, and our roof-top laboratory setting was too
confined to reliably measure such ranges without concern about reflections from
surrounding structures. As a result it was decided not to attempt to obtain range
maps.

4.3 Terminal In-Gate Test Results

Test Objective

The objective of the in-gate testing was to evaluate performance of e-seals in the
in-gate environment. The gate area at the terminal is a complex environment
with many structures. Most of the time very heavy traffic was present. Check-in
and check-out operations required about 6-10 minutes, and each lane queue was
typically 3 to 4 trucks deep. It was not clear how well e-seals would perform in
this kind of environment, whether the gate structures and vehicles would be
obstacles, and how well different frequencies would perform in various situations.

The key objective of the in-gate tests was to gain understanding about e-seal
readability in the in-gate environment, including any insights regarding e-seal
frequency, placement of e-seals on containers, placement of reader antennas,
etc.

Environment

The in-gate tests were performed at the Port Authority of New York and New
Jersey Howland Hook Marine Terminal in Staten Island, NY (Figure 1).
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Figure 1. Howland Hook Terminal Gate

Figure 2 details the geometry of the in-gate area. There are total of 20 lanes, 12
of which are in-bound (Lanes E-S), 4 are reversible (Lanes A-D), and four are
out-bound lanes in the uncovered area. The blue boxes represent the
booths/clerk houses; the tops of their roofs are typically nine (9) feet above the
road surface. The yellow shapes between Lanes C and F represent piping and
blowers suspended from the ceiling. Yellow triangles mark the beginning of the
island.

Tests were conducted with the reader antenna placed both inside and outside of
the gate structure. Inside of the gate, for the e-Logicity and Hi-G-Tek readers, a
vertically-oriented, quarter-wave whip dipole antenna with a circular ground plane
was positioned above the E/F island, as shown by the red dot in Figure 3. The
antenna was about 12 feet above the ground. The All Set reader, with its built-in
directional patch antenna was 10 feet above the ground. The Savi system is
designed to operate outside of the gate environment , therefore the Savi reader
antenna was not tested inside the gate structure.

Figure 2 shows the placement of reader antennae outside of the gate. The Savi
antenna/reader was placed to the right of the in-gate area. The All Set reader
antenna was placed in three different locations outside the gate structure
(Locations A1, A2 and F1). At Locations A1 and A2, its height was about 23 feet.
In Location F1, its height was at about 28 feet. The Hi-G-Tek measurements
were taken with the reader antenna positioned at A2. Because of limited range,
the e-Logicity reader was not tested with the antenna outside of the gate
structure.
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Figure 2. Gate Geometry and Antenna Placement Locations

Summary of The Gate Test Results

The testing was performed during terminal operational hours. Each seal, except
the All Set seal, was typically placed on a functional container as it waited in the
gate queue. The All Set seal was mounted in the hinge seam of an empty ISO
container, and driven through different lanes. We attempted to read each seal as
the container moved into the gatehouse. Since we were using functional
containers during normal gate operations, the containers stopped at various
locations. There was also continuous container traffic in the other lanes.

The first set of tests was performed with the reader antenna inside of the gate,
between lanes E and F. Figure 3 provides a summary of those tests in a matrix
format. The detailed results and observations from the gate testing are
documented in Appendix B. The matrix summarizes quality of reads in each
lane, for each frequency. “Very Good” indicates that all the attempted reads in
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that lane'® were successful; “Good” indicates that some reads were missed:;
“Fair” indicates that between 50%-80% of the reads were successful; and “Poor”
means that less then 50% of the reads were successful, and more typically there
were no reads. Blank fields indicate that no data was available for that lane and
for that frequency. The matrix summarizes results for in-bound traffic in lanes F-
M.

-Loagici Good Poor | Good | Very
433MHz (E-Logicity) Good
916MHz (Hi-G-Tek) Good | Fair | Good | Poor
2.44GHz (All Set) Very | Very | Very | Very | Poor Poor | Very

Good | Good | Good | Good Good

Figure 3. Summary of the Gate Test Results — Reader Antenna inside of the
Gate (between E,F)

From Figure 3 one can see that no seal performed consistently well across all the
lanes. The e-Logicity seal had very good reads in lane M, the farthest lane from
the reader antenna, and poor (or no) reads in lane K. Hi-G-Tek readability was
alternating between good and fair/poor. Note that during in-gate measurements,
changes in the Hi-G-Tek reader software, that were delivered during the test
period, resulted in uncertainty about the output-power levels from the reader
when it queried the seal. Hence, some of the no-reads we recorded may have

' Matrix only summarizes results for the first half of the lane, shortly after the back-end of the
container pulls into the gate.
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been successful if the reader output power had been higher. This could have
yielded a somewhat better performance outcome. All Set had successful reads
in lane M, and then no reads in the two closer lanes. However, for the All Set
seal, while all the reads were successful in lanes F, G, and H, no reads were
detected at the entrance of each lane. Examining more closely each of the
situations in Appendix B, one can see that read failures usually seemed to be
associated with the presence of another container near the sealed container and
between the seal and the reader. We could not conclude that any one frequency
consistently works better than any other when the reader antenna is inside of the
gate structure.

Figure 4 summarizes results when the reader antenna is placed outside of the
gate. Note that the results for Lanes M through S are aggregated under Lane M
in the figure. The 433MHz measurements were taken using the Savi seal
system, and Savi selected the placement of their reader antenna, as indicated in
Figure 2. The reader successfully registered all the attempted reads, except in
lane G. In the first attempt only 1 out of 4 seals at this position was read was
successful. In the second attempt, 2 out of 4 reads were successful. These
seals were in an unusually tight region between two closely spaced containers.
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. Very | Very | Very Fair Fai
916MHz (Hi-G-Tek ar
z (Hi-G-Tek) Good | Good | Good
2.44GHz (All Set) Good | Fair | Very Very Poor
Good Good

Figure 4. Summary of the Gate Results — Reader Antenna Outside of the Gate

The 916 MHz, i.e., Hi-G-Tek, measurements were taken with the reader antenna
in position A2. The reader recorded successful reads for lanes that were closest
to the reader — G, H, and J. However, lanes L and M had a success rate of less
then 50%. Those two lanes are more then 60 meters from the reader antenna,
which is near the range limit expected by Hi-G-Tek. The All Set measurements
were collected from three antenna positions: A1, A2, and F2. Two seals were
tested simultaneously, at the upper- and middle-hinge locations. The matrix in
Figure 4 captures the measurements obtained in A2. A1 results are not much
different from A2. The F2 location was 52 meters away from gate H, likely
making it too far for the All Set reader to have successful reads. With the reader
in location A2, successful reads were obtained in lane H and K. The fair
readability in gate G may have been caused by the e-seal being outside of the
reader antenna lobe. Lanes M and beyond are past the range limit expected by
All Set for the tested seals and antenna, hence the lack of reads may have been
the result of inadequate signal strength in the communication channel.
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The overall conclusion is that, when the reader antenna is placed outside of the
gate and elevated, there are fewer obstacles in the line between the reader and
the seal, hence there is a much better opportunity for successful reads.

However, the results also indicate that if the antenna is placed too far from the
gates, reads may fail because of inadequate signal strength from the seal or the
reader. Direct comparisons among seal systems are complicated by differences
in reader sensitivity and seal output-power. For example, the signals emitted by
the Savi seals are about 15 dBuV higher than those from the e-Logicity seals.
So, all else being equal, we would expect the Savi system to have a much longer
range (~ 5 times) than the e-Logicity system.

4 .4 On-Rail Test Results

Test Objective

The objective of the on-rail test was to determine e-seal readability in the on-rail
environment. The test scenario addressed one of the worst-case scenarios for
electronic seals on a railcar. In such a scenario, two twenty-foot containers are
placed end-to-end with their doors facing each other. A forty-foot container is
placed on top of them. If the containers were placed in a rail car well, the handle
region of the doors may be below the sidewall of the railcar, and there would be a
direct line-of-sight to the seal from only a narrow region on the sides of the car.

Environment
The simulated on-rail testing was performed at the Howland Hook (HH)
Terminal'’. The on-rail test set-up is shown in Figure 5.

Five empty containers were stacked up. These consisted of four, 20-foot
containers, with doors facing inward, and a 40-foot container across the top. The
seals were applied to the door of one of the upper 20-foot containers (the
“Genstar” container on the left of Figure 5). This arrangement was intended to
simulate a double-stack railcar configuration with a 40-foot container atop two 20-
foot containers. The lower pair of containers that sat on the ground was used to
elevate the sealed container above grade level, as if on a rail bed. A container
sitting on a railcar platform is elevated about 4ft from the ground. In our test

"' The Howland Hook Terminal does not have the on-rail facility. Nevertheless we had selected
Howland Hook Terminal for this test, for the following reasons:

e The outlined on-rail test environment can be setup by using additional containers to serve
as a railcar platform. Hence, we can achieve almost the same on-rail environment as
when the railcar is in the stationary mode.

¢ Howland Hook management had offered full logistical support to enable this very
challenging test setup.

o There was a concern that at another terminal with a rail facility, we would not be able to
disrupt the on-rail operation to create the desired scenario. In the unlikely event that an
on-rail facility had additional resources to commit to this test, the cost required to support
those resources would have exceeded our available budget.
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configuration, e-seal containers are elevated about 8.5ft from the ground, i.e. the
height of the container. We mitigated the problem of the height difference by
adjusting the height of the test antenna.

Savi, e-Logicity,
Hi-G-Tek All Set

L

Figure 5. Seal Locations on Simulated Rail-Car Double-Stack

Summary of The Simulated On-rail Test Results

Detailed on-rail results are presented in Appendix C. Figure 6 shows the
summary of “on-rail results”. Green circles indicate locations where reads were
successful and consistent, while red circles indicate locations where reads were
non-existent or rare. Yellow circles indicate where a few intermittent reads were
achieved, but no signal could be discerned above the noise using the spectrum
analyzer, and the reads could not be repeated. Note that readability of each seal
was tested from a distance of 6m.

It is also important to note that the e-Logicity and Hi-G-Tek seals were tested
with the receiving antenna vertically polarized. In lab testing, the vertical
component of signals from the e-Logicity seals was stronger than the horizontal
component. Also, the Hi-G-Tek reader is designed for a vertical whip antenna.
However, the on-rail tests were conducted before the computer simulations (see
Sect. 4.6) that showed that vertically polarized signals did not couple well in the
cavity between the containers, and thus the signals emitted from the cavity were
predominantly horizontally polarized. We therefore would expect that better
readings may have been obtained if a horizontally polarized reader antenna had
been used. The All Set tests used the built-in patch antenna, which reportedly
has similar horizontal and vertical sensitivities.
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Figure 6 shows on-rail measurements for the e-Logicity, Hi-G-Tek, and All Set
seals. Because of the large range, Savi results are not shown. The results
show that the Savi and e-Logicity seals produce vertically polarized signals of
similar magnitude in the vicinity of the gap. However, the Savi reader, with its
built-in omni-directional antennae, was able to query and read the seal from a
distance of at least 114 meters along the direction of the “track.” In Figure 6,
different seal results are shown one under the other for easier visual comparison.

The 433MHz (e-Logicity) seal was readable at a 10-foot range near the gap
between the containers. At a range of 40 feet, there were intermittent reads, but
no signal was detected. All other locations generated no reads. More reads may
have been achieved with a horizontally polarized antenna. The situation was
somewhat better when reading the 916MHz (Hi-G-Tek) seal. Of the eight
measurement positions from 10 feet on the left side through 60 feet on the right
side, reads were not achieved at two locations (0 feet and 30 feet). This
intermittency may create communication problems at some speeds. In addition
to the polarization issue discussed above, there was also uncertainty about the
output power from the reader. This power level uncertainty did not affect the
seal-to-reader link, but it may have limited the reader-to-seal link in some
positions. It is also possible that the reader output power was unrealistically
strong in these cases.

The broadest read region was achieved with the Savi seal system at 433 MHz,
stretching from the 374-ft position along the “track” to the 60-ft position (no
measurements were made between the 60-ft and 224-ft positions). The read
zone likely extended further beyond the 60-ft position, but testing concentrated
on the locations more distant from the seal rather than the nearer locations. The
second largest continuous read zone was achieved with the 2.44GHz (All Set)
seal system. It achieved a continuous read zone from +25 feet to —30 feet.
Beyond that, on the left side, intermittent reads were achieved up to 50 feet. The
simulation results, discussed in Appendix E, explains and illustrates a resonant
cavity effect that should help higher-frequency e-seals perform well in this
particular geometry. The fact that two seal systems using very different
frequencies each performed adequately indicates the important roles that reader
sensitivity, reader-antenna polarization, and seal output power, in addition to
frequency, all play in determining readability in this scenario.
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) O E-Logicity(433MHz)
® ® ® o Hi-G-Tek (916MHz)
O O Q Q@@ All Set (2.44GHz)

Figure 6. Reader Position Relative to Seals and Read Results

4.5 On-Road Test Results

Objective

The objective of the on-road test was to determine e-seal readability and e-seal
performance in the on-road environment (specifically, when the truck simulating a
moving container is moving at speeds ranging from 5 mph to 30 mph). The
findings enable evaluation of the feasibility of security screening of containers
without having the trucks slow down or stop. If feasible, placing e-seal readers at
various check points on the road (e.g., at the approach to the terminal, border
crossings, etc.) will improve efficiency of e-seal reading.

Test Set-Up
The On-Road tests were conducted on a rural road near Leesburg, Virginia. To

simulate a container, we rented a commercial box truck. The seals were
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mounted on the roll-up door of the truck. Because of this, the placement of the
All Set seal was, relative to the other seals, less representative of its typical
placement on an ISO container door. Multiple passes were made in each
direction, starting with speeds of about 30 mph, and slowing down until
successful reads where achieved.

Summary of The Test Results

The on-road test results are presented in Appendix D. The tables below provide
the summary of these results.

e-Logicity Results:

Direction of travel | Speed (mph) | Results
Stationary 0 Read range is 0 to 170ft
Right-to-left 30 One read
Left-to-right 30 No reads.
Beacon time interval =10sec (preset)
Hi-G-Tek Results:
Direction of travel | Speed (mph) | Results
Stationary 0 Inconclusive
Right-to-left 30 Multiple reads, all successful
Left-to-right 30 Multiple reads, all successful

Time interval from start of query to start of response window = 3sec (manually set)

Savi Results:
Direction of travel | Speed (mph) | Results
Right-to-left 30 No read
Right-to-left 30 One read, at about 10-15 feet before door reached
antenna location
Right-to-left 30 Two reads. First about 100 feet before door reached
antenna location; second about 250 feet beyond antenna.
Speed at second read estimated as 25 mph.
Left-to-right 20 One read, about 50 feet before door reached antenna
location
Left-to-right 30 Two reads. First about 25 feet before door reached
antenna location; second about 400 feet beyond antenna,
based on sustained speed of 30 mph.
Left-to-right 30 No read
Beacon interval = 10sec
All Set Test Results:
Direction of travel | Speed (mph) | Results

Right-to-left

30

Multiple reads until 225 feet

Left-to-right 30 Multiple reads to 100 feet, then intermittent as far as 500
feet (150 meters)

Right-to-left 30 Multiple reads

Left-to-right 30 Multiple reads until 70 feet (25m) from the reader
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The e-seal readability when the container is on the road largely depends on the
transmission protocols employed by the seal system, and especially the time
interval between e-seal transmissions. In the case of e-Logicity and Savi, the
beacon time interval was 10 seconds. For both seals, zero, one, or two reads
were achieved at 30mph. This seal was also found to have a range of about
170 feet in this configuration. In the 10-second interval between beacons, the
seal would pass through a 170-foot read zone at any speed above about 11 mph.
Hence, as container speeds increase beyond 11mph, there is a decreasing
chance that the seal will be in the read zone when the beacon occurs.

Although we tested with the Savi seal beaconing, Savi’s system architecture
would typically accommodate on-road requirements differently. Before the Savi
seal reaches the read zone, it would pass by a Signpost that activates the seal’s
broadcast mode. Once the seal passes the on-road read zone, another Signpost
deactivates the broadcast mode. Savi reports successful communications with
Signposts at up to 100 mph or more.

The Hi-G-Tek reader registered multiple reads at 30mph. The query duration
was 3 seconds; a longer query duration allows the seal to wake-up and listen for
queries less frequently, which can save battery life. There is a trade-off between
container speed, read range, and query duration.

The All Set reader showed very good reads at 30mph, and from as far as 225
feet up the road when the seal was “facing” the reader, i.e., passing it from right
to left. When facing away from the reader (passing it from left to right), reads
were achieved out to 70 to 100 feet up the road, depending on reader-antenna
orientation. The All Set seal listens roughly twice a second for a query from the
reader, which queries about once every 0.8 second. The seal responds if it
detects a query.

4.6 Simulation Results

Objective

The purpose of the e-seal field-testing was to collect and analyze e-seal
performance data in the operational environment. However, some of the e-seal
characteristics (e.g., frequency) and their impact on e-seal performance can be
better understood by evaluating e-seal performance in the simulated
environment. The primary focus of the e-seal simulation effort was to examine e-
seal performance as a function of different frequencies. The simulation effort
investigated signal propagation and radiation patterns of three frequencies
(433MHz, 916MHz and 2.44GHz) in the in-gate, simulated on-rail, and on-road
test environments.

The objective of the in-gate simulation was to investigate signal propagation in
the terminal environment and, in particular, signal propagation and radiation
patterns when signals are affected by obstacles commonly found in the in-gate
area, such as booths and other containers. The objective of the on-rail
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simulations was to examine the effectiveness of e-seals in transmitting RF
signals to the reader when the e-seal is in the gap between stacked-up
containers. The on-road simulation scenario was similar to the in-gate scenarios
with no obstructions.

Simulation Tools

The e-seal simulation was performed using the SAIC-developed Cold-Test and
Large-Signal Simulator (CTLSS) Tool that operates in a frequency domain and
predicts resultant signal patterns from antenna sources around complex
geometries. The use of CTLSS has been validated for RFID-type devices
through past CCDoTT efforts. The Tool was hosted on a PC with a 1.4 GHz AMD
Athlon processor. The operating system was Windows 2000.

Summary of The In-Gate Simulation Results
The e-seal simulation results are presented in Appendix E. The following is a
brief summary of those results.

For our in-gate simulation, we constructed two sets of scenarios. The first set
simulated an e-seal on the back of the container with no obstructions in the
region. Each e-seal was modeled as a vertical dipole radiator offset 2cm from
the “door” surface. Thus, our simulations examined frequency effects, but not
the performance of actual seals. For each of the three e-seal frequencies, we
performed simulation runs in space with no obstructions. We performed several
simulation runs, each time maximizing the X, Y or Z dimension of the simulated
space. This approach was needed because of the practical constraints on the
size of the simulation region for a single run. The purpose of these runs was to
obtain radiation patterns for each of the frequencies and compare them with each
other (Figures E.3.2.2.a-c and E.3.2.3.a-c.)

The next set of scenarios investigated signal propagation in the environment with
obstacles present. The objective was to determine how well different frequency
signals traveled around objects and the potential impact from signal diffractions.
We performed several simulation runs, applying the same structure setup for
each e-seal frequency.

For 433MHz signals, the in-gate simulation results show that signal strength
contours, when there are no obstructions in the region, are fairly uniform.
Signals wrap around the edges of the container somewhat better then do signals
for the other two frequencies. For 916MHz signals, radiation contours are less
uniform. Finally, for 2.44GHz with a 12-cm wavelength, the contours evolving
around the radiator are not uniform but have directional lobes. One reason is the
reflection from the container door (backplane). The dipole is modeled as being
offset from the container door by a few centimeters. This sets up a reflected
‘image” RF source that behaves as if it were “behind” the door. The combined
radiation from the image source and the actual source can set up interference
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patterns, i.e., radial nodes of high and low signal strength. This directivity may
create gaps where signal drops off sharply, and may result in regions with no-
reads. A second contributor may be an artifact of the simulation: the dipole has
all three dimensions comparable to the wavelength. This may produce
unrealistic predictions in the near-field where the simulations were focused. In
either case, it is important to note that these are models of an idealized radiator,
not actual seals.

The patterns produced in the environment with structures are not as uniform as
the patterns in the case where there are no obstructions (Figures E.3.2.4 -
E.3.2.7). The pattern of RF intensity exhibits wave-like variations, which is
typical of interference due to superposition with reflected signals from all the
structures. Examining the patterns, one can conclude that their propagation
characteristics are somewhat similar. This is consistent with a rule-of-thumb in
radio communications that operating effectiveness decreases by only 5%-10% as
frequency increases from 433MHz to 2.44GHz. Hence, within the simulation
region, we saw no great advantages of one frequency over the others.

Summary of The On-Rail Simulation Results

The objective of the on-rail simulations was to examine the effectiveness of e-
seals in transmitting RF signals to the reader when the e-seal is in the gap
between stacked containers (Figure E.3.3.1.a). The model geometry was
intended to simulate the situation where a 40’ container was placed atop two 20’
containers on a flat railcar, rather than in a well car.

The CTLSS simulation was conducted by placing an RF dipole antenna near the
handle area in the gap between two containers. The gap is enclosed by end
surfaces of two containers, with two necks of 2.25” sticking out from either side
separated by a 4.5” space in the middle (see Fig. E.3.3.1.c). The container on
the top and the railcar on the bottom also enclose it vertically. Therefore, the
gap can act as an RF cavity with open slots on both sides.

In Figure E.3.3.3, contour plots (in a plane normal to the X axis) are shown
passing through in the middle of the gap, with “lumps” vertically along the slot.
This is the result of the e-seal effectively being in a microwave resonant cavity.
l.e., the empty space between two containers is a microwave cavity with side
slots that allow RF signals to leak to the outside. With the e-seal acting like a
microwave antenna within the cavity, certain cavity modes are excited that have
distinct mode patterns (the “lumps”) within the cavity. Figure E.3.3.4 shows the
RF pattern in a cut plane along the side of the container (normal to the Y axis);
this view shows the same lumpy structures. Such a lumpy intensity distribution
may also be viewed as the “diffraction” pattern of the RF waves as they emerge
from the cavity slot on the sidewall. Since signal propagation is lumpy in nature
outside the gap space, the overall radiation pattern around the container will not
be uniformly distributed. This may create no-read regions. Note that further
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away from the cavity, these signal peaks blend together, and the pattern
becomes more uniform.

The RF patterns for 2.44GHz show fairly uniform signal intensity distribution
coming out of the slot. (Figure E.3.3.13). The RF pattern shows many very fine
striations in front of the slot, which is consistent with the trend that intensity
striations become finer in space as frequency increases. At 2.44 GHz, the
striations are fine enough so that the overall RF distribution in space is somewhat
uniform.

In summary, the on-rail simulation results show non-uniformity of signals
observed alongside the container. This is due to resonance of RF signals in the
gap between the containers and diffraction as the signals propagate out of this
slot and the outside. Because of these physical effects, higher-frequency e-seals
may offer two advantages:
e Better coupling to the gap which acts as a microwave cavity; or better
excitation efficiency in the gap cavity (or waveguide).
¢ More uniformity of signal distribution outside the gap, which may reduce
sharp spatial variation of signal strength that can cause strong location
dependency in reader responses.

Hence, higher frequency e-seal may be more desirable for the on-rail
environment because of its signal uniformity outside the gap.

Geometries in which there is a small gap between container doors favor the
emission of signals that are polarized perpendicularly to the container door
and/or of shorter wavelengths. Regardless of frequency:

« Non-uniformity may be less of a problem as the reader antenna is moved
away from the rail bed. This entails a trade-off since average signal strength
will drop with distance.

. If a polarized reader antenna is used, a horizontal polarization may result in
higher signal levels at the reader.

However, for seals on container doors that are not heavily shielded by another
container, all of these guidelines have less of a benefit. Some of them may even
reduce readability; for example, moving further away will reduce the received
signal strength, and using higher frequencies may reduce a signal’s ability to
diffract around other obstacles near the railroad or in the rail yard.

Summary of The On-Road Simulation Results
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The on-road results also indicate that for lower frequencies (longer wavelength),
contours are more uniform. At higher frequencies (shorter wavelength), signals

are more directional, producing contours that are not as uniform. In the regions
between the signal lobes, the signal drops off, and that may result in no-reads in
those regions. As discussed above, these non-uniformities are likely due to (a)

the gap we assumed between the seal and the door and/or (b) an artifact of the

relatively large size of the antenna in the model.

Since radiation patterns may vary significantly among various e-seals even at the
same frequency, signal uniformity becomes an important factor. Uniformity helps
ensure that if signal strength is maintained above a certain level for a particular
distance along the road or rail, there should be no “no-read” regions within this
distance as a result of a poor signal strength.

5.0 ANALYSIS OF TEST RESULTS

In this section we will analyze obtained results in the context of the e-seal
operational requirements. The e-seal operational requirements were expressed
by the members of container industry and captured in the CHCP Report on
Industry Requirements for Electronic Container Seals, August 23, 2002. The
report encompassed industry opinions on the actual operation of e-seal
technologies and the application of these technologies to the container
operations. That report also brought up major issues that were identified for e-
seal operational requirements and presented the various opinions expressed by
industry.

E-seal Operational Frequency

The industry was impartial as to what frequency is selected (or even that RF is
used at all), as long as the devices are reliable and functional and that a standard
can be developed that is applicable worldwide.

We had tested three representative e-seal frequencies: 433MHz, 916MHz and
2.44GHz. Our findings indicate that there is no great advantage in using one
frequency over the other in the gate area. All three frequencies had some
problems when the seal was not in the line-of-sight with the reader. This was
particularly the case in the crowded physical environment inside of the gate. The
simulation results confirm that the radiation patterns are somewhat similar where
there are obstacles. However, the simulation was short range, and differences
among frequencies may be more noticeable over longer ranges.

In the on-rail environment, when the e-seal is embedded in the gap between two
containers, simulation results indicate that better reads may be achieved at
higher frequencies. In-terminal testing results, in which 433 MHz and 2.44 GHz
systems performed well, suggest that reader sensitivity, reader-antenna
polarization, and seal output power, in addition to frequency, all play important
roles in determining readability in this scenario.
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The operation frequency had no direct impact on the on-road test results.

Of the three frequencies, only 2.44GHz is approved for use worldwide. Seals
that operate at 315 MHz, 433 MHz or 916 MHz will have to implement at least
one more frequency to achieve worldwide applicability or another world-wide
standard frequency requested and approved.

Contact seals are a relatively low-cost and reliable solution that is applicable
worldwide. The only requirement is that, to be interrogated, the container must
come to a complete stop. This may have an impact on the operational
effectiveness at the terminal.

Communication Protocol
E-seals can communicate data in one or more of the following modes:

e Queried by other devices at certain points in the logistics chain.

e Set to transmit at a pre-selected time intervals (broadcast mode).

e Set to transmit at the occurrence of some event (such as tampering or
transfer).

Our investigation focused on the first two modes. Our findings indicate that in
either mode, successful reads are largely dependent on the time interval at which
a seal beacons. The larger intervals (e.g. 10 seconds) are adequate in the gate
area. However, on the road, larger intervals may have an adverse affect on
readability. For example, if a container is moving at higher speeds (e.g. 170 foot
distance traveled at speeds >11mph and 10 second interval), the reads become
unreliable.

While we did not conduct any specific tests to evaluate the broadcast mode
among various e-seals, one might argue that continued broadcasting may have
an adverse effect on the ability to read other seals, especially in the crowded
gate area. To mitigate this problem, 2.44GHz sources apply DSSS modulation,
enabling them to spread the signal across a portion of the spectrum, and at the
same time recover the signal from a very noisy environment.

A separate issue that also needs to be addressed is standard vs. proprietary
communication protocols. Some seal vendors, such as Savi, have developed
their own proprietary protocol that will set/reset broadcast mode, change time
interval, etc. Other vendors, e.g. All Set, use Bluetooth™, a standard data link
protocol for communication between the reader and e-seals. An e-seal requires
a very simple data link protocol, and one can argue that communication protocols
such as Bluetooth™ are overly complex for this application. While this may be
true, the big advantage of using a standard protocol is that over time a wide use
of standardized devices by this and other applications will bring the economy of
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scale to the container industry and enable production of much lower cost e-seals.
Another benefit of using a standard protocol such as Bluetooth™ is that it already
has the features that will be necessary to employ as the e-seal functionality
expands.

One such example is extended sensor capabilities. The current generation of e-
seals, which monitor only the integrity of container doors, will be limited in their
ability to protect against other means of breaching container security. As with the
barrier type devices, persons with enough motivation and resources will find
ways to infiltrate a container without ever tampering with the seal. In order to be
more effective at detecting container tampering, future e-seals will have to
incorporate the capability to take data from sensors within the container. These
sensors (light, temperature, infrared, etc.) would detect entry into the container.
This data would be recorded on the seal and either immediately communicated
or stored for future query. Bluetooth™ already has the functionality in place to
collect and disseminate this information.

Transmission Range

The simplest type of e-seal, contact memory devices, will require physical
contact and human interaction to read data. While at present this may appear
the most effective and immediately implementable solution, in the long run the
demands for container monitoring will increase, and solutions will be necessary
that are more operationally effective. One of the factors that affect operational
effectiveness is the range at which the seals will operate.

Our findings indicate that, for in-gate operation, the best place to locate the
readers is outside of the gate. However locations that appeared to have a good
line-of-sight to gate entrances (e.g., F2), proved to be infeasible because the
distance exceeded the range limit of the reader. Hence, the positions of reader
devices will need to be based on the e-seal system capability. An alternative to
placing one reader at a location that will cover a number of lanes is to install one
reader for each lane. This will mitigate the problem of possible obstructions, and
the required transmission range is well within the range limits of every vendor but
will increase the infrastructure costs.

For the on-rail environment, a reader will most likely be located to cover each
track, to ensure that another train will not block the line-of-sight to the reader.
The on-rail tests were conducted with the reader position 6 meters from the rail.
In reality, this distance may be much smaller, possibly making the cavity effect
even more pronounced. On the other hand, as the reader is moved further away
from the track, the cavity effects are diminished.
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Frequency and data rates
In general, higher frequencies allow more data transfer per unit time. The lowest
frequency seals tested here performed had sufficiently fast communications, but
our test scenarios did not severely limit the available communication times. For
this to become an issue of concern, it appears that the application must involve
one or more of the following constraints:

. high speeds

. movement through small read zones,

. alarge amount of data, or

. alarge number of seals vying to communicate with the reader.

Vendor-specific communication protocols will influence the time required, and the
spatial pattern of transmissions from the installed seal will affect the size of the
read zone. It may be useful to identify realistic scenarios, each of which imposes
a severe requirement corresponding to one of the four constraints above (e.g., a
yard with many containers, a high-speed choke point, etc.). Seal systems at
various frequencies and protocols would be tested under each scenario to
determine if the systems can address each worst-case scenario.

Lane Specificity

The testing in this project did not fully address lane-specific reading of seals, i.e.,
shaping a read zone through antenna patterns, attenuation, and placement to
ensure that only seals from a particular lane are read. This may be applicable in
rail, gate, and, to a lesser extent, on-road applications. It was not tested largely
because the antenna-selection and attenuation options become dependent on
the signal-strength and antenna patterns from a specific seal design, on the
available antenna locations at a particular site, container speed, and some other
factors. The question is one of how to place antennae to accomplish lane-
specificity for a particular seal system.

It is precisely this customization and system design process that may make lane-
specific reading a challenge if the container population eventually has RF e-seal
transmitters from multiple vendors at various locations (door handles, door
seams, chassis), even if they all use the same frequency. There may need to be
a maximum output power limit on e-seal transmitters so that a reader system
designed to read a weak e-seal is not overwhelmed by signals from a seal in a
distant lane. Spatial uniformity of signals from e-seals may also be important.

Our lab testing showed some e-seal signal patterns (installed on the door) with
variations of as much as 14 dBuV/m over as little as 60° of arc in the horizontal
plane (azimuth). This is a factor of 5 in absolute volts-per-meter, which resulted
in a similar factor in readability range for a given reader. This could lead to
overwhelming a reader in an adjacent lane. It may also require an attenuated
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reader antenna to view the seal from a narrow read range of incidence angles;
this in turn will shorten the read zone.

LIST OF ACRONYMS

3D — three-dimensional

CCDoTT - Center for Commercial Deployment of Transportation Technologies
CHCP - Cargo Handling Cooperative Program

CPU — Computer Processing Unit

CTLSS - Cold-Test and Large-Signal Simulator

DB - decibel

DES —Data Encryption Standard

GUI — Graphical User Interface

HH — Howland Hook (Terminal)

ED — Energy Density

EM - electro-magnetic

ID — identification

ISO — International Standards Organization

RF — radio frequency

RSSI — received signal strength indicator

SAIC — Science Applications International Corporation
SPAWAR - Space and Naval Warfare Systems Center
UHF — Ultra-high frequency
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Appendix A E-SEAL LABORATORY TESTING

A.1 INTRODUCTION

The objective of the laboratory testing was to establish the baseline parameters
of selected seals in a controlled environment and to evaluate potential technical
challenges in seal performance. The laboratory testing included the following:

¢ Frequency measurements of seals and readers

e Establishment of Seal Signal-strength Maps

e Establishment of Reader-to-seal strength maps

e Establishment of Reader-to-seal range maps and

e Establishment of Seal-to-reader range maps
In addition, laboratory testing also included evaluation of baseline data
capabilities.

This section presents results and observations from laboratory testing of selected
e-seals.

Test Environment

Laboratory Tests were performed at the SAIC facility in McLean, Virginia, on the
top deck of the parking garage (Figure A.1).

Figure A.1. Area Used for Outdoor Laboratory Tests (shown with components
for On-Door tests installed)

Two means were used to minimize the possibility of reflections from surrounding
surfaces. First, the seal and antenna were placed at least 8 m (26 ft, or about 11
wavelengths) from the nearest portion of the low concrete wall and metal railing
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that surround the parking deck. Second, to offset the effect of any reflections
from the floor (specifically the reinforcing bars in the concrete), each data point
was generated by placing the seal in two different locations, with the second
location approximately one-half wavelength (35 cm) further away from the

antenna than the first.

Selected E-seals

Table A.l. lists e-seals that were tested in the laboratory environment.

Data Container (@)

Seal Vendor Transmission Protection Re-Use Data RF Freq.
eSeal E-Logicity Active RF Bolt No Q) 433.92 MHZ®
DataSeal Hi-G-Tek Active RF Indicative Yes 1,2,3,4,5(0) 916.5 MHz(e)
SmartSeal Savi Active RF Bolt Partial 1,2,34,5 123 kHz &

martSea avi ctive o} artia ,2,3,4, 433.92 MHz(f)
All Set . o
AllSeal . Active RF Indicative Yes 1,2,3,4,5,6 2.44 GHz
Tracking
MacSema + Contact Loop or (9) (d)
Navalink CGM Memory Locking Bar No 12,345 n/a
Table A.l. Characteristics Of Selected Seals
(a) All seals can transmit their Seal ID. Codes for Data capabilities are: (1) Container ID, (2) Reader
ID and data, (3) Time stamp, (4) Manifest, (5) Encryption, (6) Integratable with sensors
(b) The eSeal version tested does not store Container ID data. Seal ID and container ID are expected
to be associated in the users database
(c) Hi-G-Tek’s DataSeal uses 3DES encryption for the forward communications.
(d) CGM's Navalock+MacSema system transmits data via contact, but tamper status is indicated only
visually.
(e) For non-U.S. markets, DataSeal systems available in 315 MHz, 318 MHz, and 433.92 MHz
versions. eSeal available in 315 MHz version.
(f) SmartSeal uses low frequency for short-range, one-way communication from “Signpost” to seal,
and UHF for long-range, two-way communications between seal and “Reader.”
(g) If bonded to the container rather than to the mechanical seal system, the memory component is re-

useable.
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Equipment

Table A.ll lists specialized equipment used for laboratory testing.

Description Supplier Model number

Spectrum analyzer Advantest 3131A

Log-periodic antenna (300 — 1800 MHz) A.H. Systems SAS-200/510

Yagi antenna (2.4 GHz) Cisco Systems n/a

Receiver card e-Logicity n/a

Echopoint Reader w/ integrated antenna Savi Technology SR-640-101

Data Reader w/ separate dipole antenna Hi-G-Tek IG-RS-43D-916

Fixed Reader All Set Tracking ATR 20 116/1 ROA
w/ attached HyperGain antenna | All Set Tracking HG2409P

Discrete Attenuators various various

Variable attenuator, 0-11 dB Hewlett-Packard 8494B

Variable attenuator, 0-110 dB Hewlett-Packard 8496B

Power supply Hi-G-Tek HGT-5171

Simulated container door SAIC Custom built

Simulated container corner SAIC Custom built

Table A.ll Equipment used in Laboratory Testing

A.2 E-LOGICITY ESEAL

In this subsection we present results from laboratory testing of e-Logicity’s eSeal.

The model number tested was ES433V1. Specific Seal ID AA021634.

A.2.1 E-Logicity E-seal System Description

The e-seal system provided by e-Logicity operates nominally at 433 MHz. The e-
seal begins transmitting upon activation, which occurs when the bolt is inserted
into the body of the seal (see Figure A.2.1). Once the seal is bolted to the door
handle hasp, it is intended to be removable from the door handle hasp only by
cutting the bolt, hence, destroying the seal. If there is an attempt to cut or
remove the bolt, internal circuitry detects tampering. The communication is one-
way; the reader does not communicate data to the seal'’.

2 In a different version of the seal, a handheld programmer is used to enter the container ID into
the seal’'s memory via an RS-232 physical port. The container ID is then also transmitted by the
seal.
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The information transmitted by the seal includes its identification string13 and its
tamper status (which is presumed to be irreversible once tampering is detected).
With the E-seal, all “chain-of-custody” data is maintained off-board in a database.

Figure A.2.1. E-Logicity E-seal with Bolt Inserted

E.J. Brooks, cooperatively with e-Logicity, provided E-seals handheld reader, and
a standalone reader. The seals provided use frequency shift keying (FSK)
modulation with an 8 kHz frequency modulation, and transmit data at intervals of
10-12 sec. In the seal version provided, this value is pre-set at the factory. In
another version, this interval is reportedly adjustable by the user. Longer
intervals conserve battery life but reduce the allowable speed at which a seal
may travel through a reader zone and still be reliably read.

A.2.2 E-Logicity E-seal LabTest Results

2.2.1° Frequency Measurement of Seals and Readers
The objective of the frequency measurement test was to validate frequencies and
time intervals reported for this seal.

Measurement results of representative seal frequency scan are shown in Figure
A.2.2. The curve represents the maximum value detected at each frequency.
The resolution bandwidth was set to 10 kHz to help resolve the peaks. In Figure
A.2.2, the two peaks are separated by 22 kHz and are centered around 433.984
MHz.

Using a narrower bandwidth of 3 kHz on the analyzer, peaks were discerned at
433.975 and 433.991, a separation of 16 kHz, matching the +8 kHz modulation
reported by the vendor.

" in a different version of the E-seal, an identification string for the container to which it is
attached is also available.)
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Figure A.2.2. Envelope of E-seal Transmissions Showing Peaks From FSK

E-Logicity indicated that their seals transmit data in packets, each with a 113-
msec duration, on a 433 MHz carrier (nominal wavelength of 69.3 cm [27.27]). .
Measured time traces of the transmission from the E-seal, using various
bandwidth settings, all show pulse durations of 110 msec, compared to the

113 msec pulse reported by the vendor.

The interval between packets, as reported by vendor, is about 10-12 sec The

measured interval between pulses varies, and all measured values fell between
10 and 12 sec, consistent with what the vendor reported.

2.2.2 Seal Signal-Strength Maps Test

The purpose of this test set was twofold:
o To generate data to validate numerical modeling of the E-seal’s radiation
pattern.
e To measure RF signal-strength data that, together with the output of the
numerical models, can be compared against seal-to-reader range
measurements.

The RF field strength radiated by the E-seal in a given direction is expected to
correlate with the seal-to-reader range in that direction.

Tests were conducted both with and without the container door.

Without a container door, the measured field pattern is attributable primarily to
the E-seal’s antenna and it’s construction. These measurements provide data to
help build and validate numerical models of the E-seal’s RF characteristics. With
a container door present, the measured field pattern includes the effects of
reflections of RF waves. These reflections introduce the possibility of
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constructive and destructive interference, especially in the vicinity of the seal.
Because the spacing between the installed E-seal and the container door is small
(a couple of cm) relative to the transmission wavelength, the resulting
interference effects are expected to be small. Still, the field-strength map will
differ from that of the E-seal without the door.

The tests were conducted outdoors on the top deck of a parking garage (see
Figure A.2.3).

Figure A.2.3. Area Used for Outdoor Laboratory Tests (shown with components
for On-Door tests installed)

Two means were used to minimize the possibility of reflections from surrounding
surfaces. First, the seal and antenna were placed at least 8 m (26 ft, or about 11
wavelengths) from the nearest portion of the low concrete wall and metal railing
that surround the parking deck. Second, to offset the effect of any reflections
from the floor (specifically the reinforcing bars in the concrete), each data point
was generated by placing the seal in two different locations, with the second
location approximately one-half wavelength (35 cm) further away from the
antenna than the first.

All tests were conducted using a log-periodic antenna, RG-58 co-axial cable, and
an Advantest R3131A spectrum analyzer. The resolution bandwidth of the
analyzer was set to 100 kHz with a sweep time of 50 msec. For each data point,
multiple seal transmissions were measured in the frequency domain, and the
maximum signal strength was recorded. The peak signal strength typically
occurred within about 10-20 kHz of 434.00 MHz.

The calibration distance for the log-periodic measuring antenna was 3 m (about
4.3 wavelengths), and both measurements were made with the antenna-to-seal
distance within one-half wavelength of this calibration distance. The two voltage
measurements (dBuV) were each corrected for:

e cable losses at 434 MHz,
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¢ the antenna factor at 434 MHz, and
o the difference between the measurement distance and the calibration
distance (this correction ranged in magnitude from 0.5 to 0.9 dBuV).
The two resulting field-strength values were converted to uV/m and averaged,
and the average was then converted back to dBuV/m.

Open-Air Testing

Description

The E-seal was attached to a plastic mount, atop a leveled, rotary stage on a
tripod. The tripod was adjusted so that the center of the E-seal was 1.52 m (5 ft)
above ground level (Figure A.2.4).

Figure A.2.4. Rotary Mounting for E-seal

Two sets of measurements were made:
= one with the antenna axis in the same horizontal plane as the seal and
aimed at the seal (Figure A.2.5.a), and
= one with the antenna elevated above the seal plane, with the antenna axis
aimed downward at the seal at an angle of 30° (Figure A.2.5.b).
For both the at-level and elevated configurations, measurements were made with
the antenna rotated into two orthogonal positions: with the antenna elements in
the vertical plane (Figure A.2.5.c), and with the elements in a plane that also
contains the seal (Figure A.2.5.d). For each set of measurements, the antenna
was mounted on a mast and located so that its center element was nominally
3 m from the seal. Temperatures for these tests were around 4°C (40°F).
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(a) Level, horizontal (b) Elevated, “vertical” (c) Vertical elements (d)
Elevated, “horizontal”

Figure A.2.5. Four Orientations of the Log-Periodic Measuring Antenna

Using the rotary stage, the seal was rotated through 360°, in 15° increments.
Measurements were made with the seal tripod at the nominal 3 m distance from
the antenna. The measurements were repeated with the seal tripod moved one-
quarter wavelength (about 17 cm) closer to the antenna mast, and also one-
quarter wavelength further from the antenna. In the results presented below,
only the “closer” and “further” measurements were used to calculate the
average'.

Open-Air Test Results

Figure A.2.6 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna in a vertical plane. In the plane of the seal,
signal intensity varies over a +2 dBuV/m range, with the maxima detected at
azimuthal angles of about 60° and 240°. A stronger non-uniformity (6 dBuV/m)
is observed in the measurements made at a 30° inclination to the horizontal. In
the 30° inclination tests, all three sets of raw data (at the nominal position and at
plus and minus one-quarter wavelength in the horizontal plane) showed at least
this much variation, with the maximum always occurring near the 45° position as
shown in the plot. Although the minima near the 270° and 165° angles may be
an artifact of taking data at only one radial distance, the raw data suggest that
the signals around the 225° position are generally about 10 dBuV/m less than
those around the 45° position.

' If the RF field has strength fluctuations due to reflective interference, the average value is more
accurately calculated from two points separated by a half wavelength than by three points each separated
by a quarter wavelength.
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180

(a) At Seal Level (b) At 30° Inclination

Figure A.2.6. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Vertical Polarizaton)

Figure A.2.7 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna normal to the vertical plane. In Figure
A.2.7a, the antenna axis and elements are in the same horizontal plane as the
seal, as in Figure A.2.5.a. In Figure A.2.7.b, the antenna axis is aimed at the
seal from above, and the antenna elements are horizontal, as in Figure A.2.5.d.

(a) At Seal Level (b) At 30° Inclination
Figure A.2.7. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Horizontal Polarizaton)

The variations around the seal are slightly stronger than for the vertical-plane
polarizaton measurements of Figure A.2.6. At the level of the seal, they range
over +4 dBuV/m, and average about 3 dBuV/m less than the vertically polarized
signals. The major axis of the lobes is also rotated about 60° relative to that of
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the vertical-polarization map (Figure A.2.6.a). At a 30° inclination, the same
general shape is maintained and the variations still range over £5 dBuV/m, but
the lobes are more pronounced. The average signal strength is about the same
as for the vertically polarized signals.

For both the at-level and inclination measurements, all three sets of raw data had
the same general shape, differing only in signal amplitude. This suggests that
the lobe pattern derives from the seal’s construction and not from reflections from
the environment.

On-Door Testing

Description

The activated (bolted) E-seal was placed into the door-handle hasp on a
structure built to simulate the lower half of the rear doors of an ISO container
(Figure A.2.8). The installed seal sat at an elevation of about 1.5 m (5 ft). Many
ISO containers have corrugation-like recesses on the doors. However, the door
handle mounting hardware cannot be placed in one of these recesses, so the E-
seal will not be directly over one. Therefore, these tests simulated the placement
of the E-seal only over a smooth metallic backplane. Around the E-seal’s
installed location, the door surface extended for 0.7 wavelengths above the seal
and a minimum of one wavelength in the other three directions. With the seal
oriented as in Figure A.2.8, there is a gap of about 3 cm (0.04 wavelengths)
between the door surface and the back of the seal housing. Temperatures
during these tests ranged from —1 to 3°C (30 to 37°F).

Figure A.2.8. Detail of Simulated Container Door, Handles, and Keeper Bars
The antenna was mounted on a mast, its axis in the same horizontal plane as the

seal and aimed at the seal. The mast and antenna were moved into seven
angular positions in a 180° arc around the seal (Figure A.2.9).
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Figure A.2.9. Diagram of Nominal Antenna Positions Around Seal on Container
Door

At each position around the seal, the antenna was rotated into two orthogonal
positions, to measure the vertical and horizontal polarization of the RF field. Also
at each angular position, measurements were made with the antenna located so
that its center element was approximately 3 m from the seal, and again with the
antenna moved one-half wavelength (35 cm) away from the seal, along the same
angular path from the seal. After the corrections discussed earlier, these two

measurements were averaged to calculate representative field strength for that
position.

With the e-Logicity eseal, the bolt axis is off-center. When installed in the handle
hasp, the seal is able to rotate through approximately 210° (see Figure A.2.10).
Therefore, at each antenna position described above, the signal strength is

measured with the E-seal in five different rotational positions, as shown in Figure
A.2.10.

+30° 0° -90° -135%°

Figure A.2.10. Range of Possible Seal Orientations
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On-Door Test Results

The on-door test results were measured with the monitoring antenna at the level
of the seal, not at the 30°-inclination positions. The results are plotted in Figures
A.2.11 and A.2.12 for each of the five seal rotational orientations discussed
earlier. Figure A.2.11 shows the vertical polarization measurements.

——+30

—8—-90
135
—%—-180

Figure A.2.11. Measured Signal Strength in dBuV/m, Vertical Polarization
(legend shows seal orientations)

Several features are worth highlighting. First, for a wide spread of angles (+60°)
around the centerline of the door, the strongest signals occur when the seal is
rotated to -180°, i.e., “facing” the door. At this seal position, as with the -135°
position, there is a strong drop-off as the viewing angle moves to the sides of the
container (+90°). Of all the viewing angles tested, the broadest variation in
received signal strength occurs directly behind the doors (view angle = 0°):
rotating the seal from 0° to -180° increases the received signal by 19 dBuV/m
(almost one order of magnitude in absolute volts-per-meter).

Second, with the seal in the +30°, 0° and -90° positions, there is a region directly
behind the doors where the signals are somewhat weaker (by 3 to 6 dBuV/m)
than at view angles of £30°and £60°. This relative weakness was detected at
both monitoring-antenna positions (4.3 and 4.8 wavelengths from the seal). Full-
scale on-door range testing, or possibly modeling, will determine whether this is a
near-field effect or whether it occurs at longer ranges.

Finally, the weakest overall vertically-polarized signals seem to occur with the
seal in the -90° position.
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Figure A.2.12 shows the horizontal polarization measurements. In the open-
space tests (Figure A.2.6.a) there was a +4 dBuV/m deviation, with the weak
direction being about +20° when the seal is in the 0° rotational position. That
weaker direction is not immediately discernible in the patterns obtained when the
door is present.

—o—+30

——-90
-135
—¥—-180

Figure A.2.12. Measured Signal Strength in dBuV/m, Horizontal Polarization,
Horizontal Plane Pattern

As with the vertical-polarization results, there is a slight weakness directly behind
the doors (view angle = 0°) with the seal in the +30° and 0° positions.

In contrast to the vertical-polarization results, rotating the seal generally has a
lesser effect on the signal transmitted in a given direction. As shown in Figure
A.2.12, signal strength in the +90°, -60°, and -90° directions varies over a range
of up to 12 to 14 dBuV/m as the seal is rotated.

The potential for the E-seal to be in a range of rotational positions spanning
about 210° at the time it is read suggests that a given seal, when “viewed” by a
reader at a given incidence angle, may have a broad spread of seal-to-reader
ranges depending on how the seal is oriented about the bolt axis.

The On-Door Signal-Strength Maps show that changes in seal rotation can alter
signal strength over a range of 5 to 19 dBuV/m, depending on polarization and
view angle. Signal strength (V/m) drops linearly with distance. So, a 5 dBuV/m
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increase corresponds to roughly a 75% increase in range, but a 20 dBuV/m
change in corresponds to a factor of 10 in distance.

2.2.3 Reader-to-Seal Range Maps Test

E-Logicity’ e-seals do not listen for signals from other system hardware, so they
were not evaluated in this test.

2.2.4 Seal-to-Reader Range Maps Test

While tests reported above largely measure the performance of the seal and are
designed to generate data that can be scaled to account for changes in reader
design, this test measures performance that depends heavily on reader
sensitivity (e.g., reader hardware, firmware, and antenna designs).

This test was initially intended to generate an azimuthal map (in the horizontal
plane) of the range at which the seal can successfully communicate to the
reader. It was anticipated that this Seal-to-Reader Range Map would have a
profile that was analogous to the Seal Signal-Strength Map.

Using the handheld reader, a seal-to-reader range of at least 35 meters was
observed. However, at these ranges in the test areas, there was evidence of
reflections from surrounding structures affecting the apparent range. Specifically,
the reader was moved away from the seal until the seal was no longer read.
Moving further way eventually resulted in the seal being read again. This was
interpreted as passing through a region of destructive interference among
reflected signals.

To minimize reflections, we attempted to reduce the range by adding attenuation
between the receiving antenna and the fixed reader. This test would provide a
value for the signal strength that must be presented to the receiver to achieve a
consistent, successful read. However, during this set of tests, we found that at
ranges of about 8 meters, the receiver was able to detect the seal regardless of
the amount of attenuation applied. Our investigation suggested that the BNC
connector on the e-Logicity receiver card was not grounded to the case. The
connector casing itself, as well as the ground shield of any cabling between the
receiver card and antenna, was acting as an antenna and bypassing any
attenuators.

' The long seal-to-reader range observed with the handheld reader suggests that the handheld reader will
detect the next seal that transmits from within a very large area around the user, and not necessarily the seal
that the user is closest to and inspecting. The reader may have a feature that allows the user to adjust its
sensitivity and therefore the effective range

53



Container Seal Technologies and Processes
Phase I Final Report

We added a solid, short connection from the connector (via the receiver-card
ground plane) to the case. In-door, benchtop testing indicates this may have
solved the problem'®.

The range was subsequently measured in conjunction with the On-Road tests.
For range tests, the seal was mounted on the roll-up door of a rental truck. Most
of the door (the region around the seal) was covered in conductive metal
sheeting to provide a large back-plane similar to that of a cargo container.
Efforts were made to install the seal with a stand-off from the door similar to that
observed when installed on a cargo container. For the e-Logicity e-Seal, this
involved passing the bolt through a small piece of Styrofoam, and taping the
Styrofoam to the door. The e-Seal was installed with its label facing outward
from the door.

Seal #21546 was newly activated by inserting the bolt with a hard push.
(Although the bolt felt secure, it reported itself as “tampered,” and was later
removable with a hard pull.) This initiated the seal beaconing at 10-second
intervals.

A directional log-periodic antenna, with a peak gain of about 4.7 dBi at 434 MHz,
was aimed down the road at a height of 11 feet above the road surface. This is
about 2 dB higher than the peak gain of a dipole antenna, which would be omni-
directional. The antenna was aimed horizontally at about 15° off of parallel to the
road (90° would have been looking directly across the road). The truck was
incrementally stepped away from the reader antenna. Two sets of
measurements were made, with the antenna elements oriented in the vertical
plane and then in the horizontal plane. In both configurations, the seal was read
out to a range of about 170 feet. Since these tests were conducted on a lightly
used rural road with trees present off to the sides, no “mapping” of seal-to-reader
ranged at various angles was practical

A.3 HI-G-TEK: DATASEAL

In this section we present laboratory test results and observations for the
DataSeal product provided by Hi-G-Tek. Please note that some of the laboratory
tests were done without the seal wire, which may have affected measurements.

' |dentifying, diagnosing, and fixing this hardware problem has consumed more time than was
allocated for this test, hence, full mapping of the range pattern using attenuation was not
performed
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A.3.1 Hi G-Tek DataSeal System Description

The DateSeal is a re-usable electronic loop seal that transmits information about
itself via a radio frequency carrier. Hi-G-Tek provided:
= DataSeals (model number 1G-RS-40-916),
» a 24V Outdoor DataReader (Model IG-RS-46D-916) with a vertical whip
antenna
*» a Hand Held Terminal (Model IG-MA-31)

The DataSeal operates nominally at both 916 MHz (also reported as 916.5 MHz)
and 125 kHz. The DataReader, intended for long-range operation (reportedly 30-
80 meters depending on environment), operates at 916 MHz. When queried by
the DataReader, the seals respond at 916 MHz. The system uses frequency
shift keying (FSK) modulation with a 40 kHz deviation. The Hand Held Terminal
(HHT) is intended for short-range communications (to 60 cm [2 ft]), and operates
at 125 kHz. When queried by the HHT, the seals respond at 125 kHz. The HHT
was not evaluated in the tests reported here.

The seal, shown in Figure A.3.1, is a tamper-indicating seal. The flexible, metal
seal wire (85 cm) can be easily removed from and reinserted into the seal body.
The seal detects whether the wire has had either of its ends removed from the
seal body or whether there has been any tampering with the wire. Hi-G-Tek
supplies a mounting fixture for mounting the DataSeal adjacent to a keeper bar
on the door. The seal internally records:

» the time and type of events (tamper events and others),

= reader IDs, and

» uniquely generated “seal stamps” when the seal is “set” or detects

tampering.

Figure A.3.1. DataSeal Looped through Door Hasp
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The seal can transmit in response to an interrogating reader, or it can be set to
transmit a tamper message upon detecting a tamper event. In general, the seals
wake-up periodically to monitor the environment for signals from a reader. This
wake-up cycle time can be between about 0.4 and 10 seconds and is definable
by the user. Longer intervals between wake-ups conserve battery life but reduce
the allowable speed at which a seal may travel through a reader zone and still
reliably communicate with a reader.

The commands from the reader are transmitted in an initial window (the default is
about 3 sec). One data field in the transmission tells the listening seals how
many times they should transmit their response. The seals may respond with
either their short-status or long-status data. Each short-status response burst
lasts about 10 msec. By requesting multiple responses, the reader seeks to
assure that it can read at least one clear response from each of the seals in its
vicinity. With more seals in the vicinity, more retries must be requested. For a
given number of seals, Hi-G-Tek provides recommendations on the optimum
number of retries and the minimum number of reader attempts (“sessions”).

The results reported herein are based on measurements using one of these
DataSeals (Seal ID IAHA01052768). The number of retries requested per
interrogation session was typically four. The advertised life of the seal battery is
four years at 50 reads per day (about 73,000 reads). Most likely, this is the
number of retries (i.e., about 18,000 sessions with 4 retries per session). Over
roughly three months since the receipt of this seal, it was subjected to
approximately 1550 sessions totaling about 6200 retries. This should have
consumed less than 10% of the seal’s battery life.

A.3.2. Hi-G-Tek Lab Test Results and Observations

3.2.1. Frequency Measurement of Seals and Readers
Measurements indicated that DataSeals and DataReader transmit on a nominal
916.5 MHz carrier (wavelength = 32.7 cm [12.9)).

Figure A.3.2a is a representative frequency scan of the DataReader (which has
the same features as the seals). The resolution bandwidth was set to 30 kHz to
help resolve the peaks. Multiple pulses were measured, and the curve
represents the maximum value detected at each frequency. In Figure A.3.2a, the
two peaks are separated by about 34 kHz and are centered around 916.505
MHz. This is close to the 40 kHz deviation described by Hi-G-Tek. In cases with
stronger signals, with the resolution bandwidth set to 100 kHz, two peaks could
usually be discerned, and their separation was typically about 35 kHz.
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Figure A.3.2a. Envelope of DataReader Transmissions Showing Peaks From
FSK

A representative time trace of the transmissions at 916.5 MHz from the
DataReader and the four responses from the DataSeal is shown in Figure
A.3.2b. The intervals between the response retries appear to be relatively
random.
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Figure A.3.2b. Trace of DataReader Interrogation and Four Re-transmissions
from One DataSeal

3.2.2 Seal Signal-Strength Maps

It is expected that, all else being equal, the RF field strength radiated by the
DataSeal in a given direction will correlate with the seal-to-reader range in that
direction. The purpose of this test set is twofold:
e To generate data to support numerical modeling of the DataSeal’s
radiation pattern.
e To generate RF signal-strength data that, together with the output of the
numerical models, can be compared against seal-to-reader range
measurements discussed later.
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Tests were conducted both with and without a container door present. Without a
container door present, the measured field pattern is attributable primarily to the
DataSeal’s antenna and construction. These measurements provide data to help
build and validate numerical models of the DataSeal’s RF characteristics. With a
container door present, the measured field pattern includes the effects of
reflections of RF waves. These reflections introduce the possibility of
constructive and destructive interference, especially in the vicinity of the seal.
Hence, the field-strength map may differ from that of the DataSeal without the
door.

3.2.2.1 Test Environment
All tests were conducted using a log-periodic antenna, RG-58 co-axial cable, and
an Advantest R3131A spectrum analyzer. The resolution bandwidth of the
analyzer was set to 100 kHz with a sweep time of 50 msec. For each data point,
multiple seal transmissions were measured in the frequency domain, and the
maximum signal strength was recorded. The peak signal strength typically
occurred within about 15-25 kHz of 916.5 MHz.

3.2.2.2 Open-Air Testing

Description

The DataSeal was attached to a plastic mount, atop a leveled, rotary stage on a
tripod. The tripod was adjusted so that the center of the DataSeal was 1.52 m
(5 ft) above ground level (Figure A.3.4).

Figure A.3.4. Rotary Mounting for DataSeal
Two sets of measurements were made:

» one with the antenna axis in the same horizontal plane as the seal and
aimed at the seal (Figure A.3.5.a), and
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= one with the antenna elevated above the seal plane, with the antenna axis
aimed downward at the seal at an angle of 30° (Figure A.3.5.b).

For both the at-level and elevated configurations, measurements were made with
the antenna rotated into two orthogonal positions: with the antenna elements in
the vertical plane (Figure A.3.5.c), and with the elements in a plane that also
contains the seal (Figure A.3.5.d). For each set of measurements, the antenna
was mounted on a mast and located so that its center element was nominally
3 m from the seal. Temperatures for these tests were around -1 to 4°C (30 to
40°F).

(a) Level, horizontal (b) Elevated, “vertical” (c) Vertical
elements (d) Elevated, “horizontal”

Figure A.3.5. Four Orientations of the Log-Periodic Measuring Antenna

Using the rotary stage, the seal was rotated through 360°, in 15° increments.
Measurements were made with the seal tripod at the nominal 3 m distance from
the antenna. The measurements were repeated with the seal tripod moved one-
half wavelength (about 16 cm) further from the antenna. In the results presented
below these measurements, after applying correction factors to each, were used
to calculate the average.

Open-Air Test Results

The DataReader provided by Hi-G-Tek is supplied with a vertical whip antenna,
and certain Hi-G-Tek documentation specified the seal antenna as being
vertically polarized.

Figure A.3.6 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna in a vertical plane. In the plane of the seal,
signal intensity is nearly isotopic, It varies over a £2.5 dBuV/m range, with the
maximum detected at an azimuthal angle of about 270° and the minimum at
about 140°. A much stronger non-uniformity is observed in the measurements
made at a 30° inclination to the horizontal. In the 30° inclination tests, the raw
data (at the nominal position and at one-half wavelength away in the horizontal
plane) showed an overall decrease in signal strength at the 0° position compared
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to the 180° positions, but also a strong spatial variation between the two
measurement radii. Since these measurements were made 9 to 10 wavelengths
from the seal, we do not expect near-field effects to be so strong. There may
have been some local reflections causing a “null” and peak in this region. On-
site, on-door testing will help determine the importance of these results. This
configuration may also warrant additional measurements to help in the seal-
modeling effort.

180 180

(a) At Seal Level (b) At 30° Inclination

Figure A.3.6. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Vertical Polarizaton)

Figure A.3.7 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna normal to the vertical plane. In Figure
A.3.7.a, the antenna axis and elements are in the same horizontal plane as the
seal, as in Figure A.3.5.a. In Figure A.3.7.b, the antenna axis is aimed at the
seal from above, and the antenna elements are horizontal, as in Figure A.3.5.d.
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180

(a) At Seal Level (b) At 30° Inclination
Figure A.3.7. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Horizontal Polarizaton)

The variations around the seal are stronger than for the at-level, vertical-
polarizaton measurements of Figure A.3.6a. At the level of the seal, they range
over 5 dBuV/m, and have an average strength about equal to that of the
vertically polarized signals. There is a discernible lobe pattern with maxima
occurring towards the 60° and 240° directions.

At a 30¢ inclination, the same general shape is maintained and the average
strength is fairly similar, but the variations range over +9 dBuV/m. For both the
at-level and inclination measurements, both sets of raw data had the same
general shape, mainly differing only in signal amplitude. This suggests that the
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lobe pattern derives from the seal’s construction and not from reflections from the
environment.

3.2.2.3 On-Door Testing

Description

The DataSeal was placed into the door-handle hasp on a structure built to
simulate the lower half of the rear doors of an ISO container (Figure A.3.8). The
installed seal sat at an elevation of about 1.58 m (5'2”). Many ISO containers
have corrugation-like recesses on the doors. However, the door handle
mounting hardware cannot be placed in one of these recesses, and the DataSeal
would be placed near the hasp. So, the DataSeal will likely not be directly over a
recess. Therefore, these tests simulated the placement of the DataSeal only
over a smooth metallic backplane. Around the DataSeal’s installed location, the
door surface extended for 1.6 wavelengths above the seal and a minimum of two
wavelengths in the other three directions. With the seal installed as in Figure
A.3.8, there is a region about 0.5 cm (0.015 wavelengths) deep between the door
surface and the back of the seal body, and this region is largely filled by part of
Hi-G-Tek’s plastic mounting fixture. Temperatures during these tests were about
3°C (37°F).

Eliaes,
Figure A.3.8. Detail of Simulated Container Door, Handles, and Keeper Bars

The antenna was mounted on a mast, its axis aimed at the seal. The mast and
antenna were moved into seven angular positions in a 180° arc around the seal
(Figure A.3.9).
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T v '” i 41 ae

Figure A.3.9. Diagram of Nominal Antenna Positions Around Seal on Container
Door

At the level of the seal, the antenna was rotated into two orthogonal positions, to
measure the vertical and horizontal polarization of the RF field. At the 30°-
inclination positions, the measurements were made only with the antenna
elements in the vertical plane. Also at each angular position, measurements
were made with the antenna located so that its center element was
approximately 3 m from the seal, and again with the antenna moved one-half
wavelength (16 cm) away from the seal, along the same angular path from the
seal. After the corrections discussed earlier, these two measurements were
averaged to calculate a representative field strength for that position.

On-Door Test Results

The on-door test results were measured with the monitoring antenna at the level
of the seal and also at the 30°-inclination positions. The results are plotted in
Figures A.3.10 through A.3.12. Figure A.3.10 shows the vertical polarization
measurements at the seal level.

Figure A.3.10. Measured On-Door Signal Strength (dBuV/m) at Seal Level,
Vertical Polarization

63



Container Seal Technologies and Processes
Phase I Final Report

The seal was installed with a keeper bar to its immediate left (towards the
negative-angle side of the door). This may or may not contribute to the generally
stronger signals received when measuring from the positive-angle side of the
door. Even at £90°, the signals were well above the noise floor (around 60
dBuV/m) so that the reader has a good likelihood of detecting the seal. From the
—60° to +30° viewing angles, there is about a 10 dBuV/m change in detected
signal strength (about a factor of 3 in absolute volts-per-meter).

Figure A.3.11 shows the horizontal polarization measurements at the seal level.
In the open-space tests (Figure A.3.6.a) there was a +5 dBuV/m deviation, with
the weak direction being about 345°. With the door present, a similar but more
pronounced weak-signal region is detected directly “behind” the door (view angle
= 0°). This weakness may derive from the seal or from interference patterns
generated by the door; modeling will help resolve the cause. From the 0°
direction to the £60° directions, signal strength increases by up to 14 dBuV/m (a
factor of 5 in absolute volts-per-meter).

10
-30 30

-60 60

Figure A.3.11. Measured Signal Strength (dBuV/m) On-Door at Seal Level,
Horizontal Polarization, Horizontal Plane Pattern

Figure A.3.12 shows the vertical polarization measurements from the 30°-
inclination positions. At viewing angles between —-60° to +60°, the signal strength
is fairly uniform, and drops off as expected at the £90° positions. At seal level,
generally stronger signals were measured on the positive-angle side of the door
(Figure A.3.10); that feature is not seen in these measurements.
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Figure A.3.12. Measured On-Door Signal Strength (dBuV/m) at 30°-Inclination,
Vertical Polarization

The On-Door Signal-Strength Maps show that signal strength can vary over a
range of 10 to 14 dBuV/m, depending on the view angle from the receiving
antenna to the DataSeal. Signal strength (V/m) drops linearly with distance. So,
a 10 dBuV/m increase corresponds to roughly a 3x increase in range. Since
vertically polarized signals show a somewhat lesser variation in strength than do
the horizontally polarized, using a vertically polarized receiving antenna could
help better control the size and shape of a read zone, given the variety of viewing
angles the antenna will have to seals in its vicinity.

3.2.3. Reader-to-Seal Range Maps

The DataReader control software allows the user to vary the transmission power
supplied by the reader to its antenna. This setting (allowable range 0 to 100)
was varied from a value of 1 to 60, changing the measured field strength by
about 20 dB. Even with the reader power set to“1”, with the seal mounted on the
door, the seal was able to detect the reader from a distance of at least seven
meters at a view angle of +30°. This suggests that the reader-to-seal distance
could easily exceed 70 m at maximum reader power-output.

At distances of 7 m or more, the effect of reflections from the boundaries of the
test area becomes a concern. Because of the space limitations in the lab setting
and concern about reflections, the range map data measurements were not
done.
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3.2.4. Seal-to-Reader Range Maps

For the same reason as above, the seal-to-reader range maps were not done.

3.2.5. Data Capabilities

The commands from the reader are transmitted in an initial time slot (the default
is about 3 sec). One data field in the transmission tells the listening seals how
many times they should transmit their response. The seals may respond with
either their short-status or long-status data. Each response burst lasts about

10 msec. By requesting multiple responses, the reader seeks to assure that it
can read at least one clear response from each of the seals in its vicinity. With
more seals in the vicinity, more retries must be requested. For a given number of
seals, Hi-G-Tek provides recommendations on the optimum number of retries
and the minimum number of reader attempts (“sessions”).

The demo software offers several graphical user-interface (GUI) windows
through which to control the reader, write to the seal, and read the seal and
reader parameters. Figure A.3.14 shows one GUI, the Reader Setup window,
through which the duration of some of these time slots can be set. For example,
the “Thw” value of 997 corresponds to a duration of 3.063 sec for the “reader
interrogation header.” During this time slot, the reader sends data or queries to
the seals. Shortening this duration increases system time response, but it also
shortens the required “wakeup cycle time” of the seals. In “Normal” mode, the
seals are sensing the seal-wire status but are in standby except when they
periodically sense the surroundings for reader transmissions; this is a major
power conservation measure. The interval between these awakenings is the
“‘wakeup cycle time,” and it can be set individually for each seal to between 0.39
seconds and 9.77 seconds. Thw must be at least 130 msec longer than the
wakeup cycle time, or the seal may miss the interrogation. Thw can be set from
1.2 seconds to 30 seconds. Selecting Thw is an important factor in optimizing
the trade-off between a system’s response times and the seals’ battery life. (Thp
has the allowable values and requirements as Thw, but applies to a “hard
wakeup” command that must be used to wake seals from their “Sleep” mode.
The “Sleep” mode is an extreme power-saving mode in which, among other
things events are not recorded.)
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Figure A.3.14. One of Two Pages Under the “Reader Setup” Tab of the Demo
GUI

Figure A.3.15 shows a demo window through which most of the test querying
was performed. The value of “Rr” in the upper right sets the number of re-

transmissions that each seal should send, to work around seal collision problems
in multi-seal situations.

67



Container Seal Technologies and Processes

Phase I Final Report
Y Hi-G-Tek Data Seal Evaluation Software - [Seal Status] &=
E3. File Readers Seals Tools Help _I_I- gl x
v n %
Readers Administration Reader Setup Yerify & Set All Commands
Beader: |554595?11 [&ddress=1] j Seal lD: —Broadcast Verify
Result T'_:.m 0
1 found. Tiw 1o
rsea was 3 ADk IU Ts 37
Readersession: [0 ta f0
EQdel SeETI0n:
|  Date &Time | # of Events | Seal Stamp | Rdr Addr | Status = Hr [z0
= = L [i]
I I I I I Single Interrogation Rr (4
[Geain [Everts [Sed Shot Sidus [eessirar E Rt [
IAHA01052768 115 LBW O [SS | WWRC | Sleep|GE Cycical Intemogation |
- Addressed Verify and Set Seal Status:
S/T [LCO | OID | BF
Single Interragation | LBwW |ATC | CMF | SAL
0/C | LBE [UNC [HFD
Cyclical Interogation | 55 |DBE ORGE
_ WHC | DB [BMU
5L [LCK
Set GE [ ME
HRE

Stop Cycle |

Ho. of cycles: I A [ forinfinite) 7 Allow Burst
System pavse: I 0 seconds Laap traough Al
? P r Fleaders

Sessio
’7Next session # I 2 Reset

Figure A.3.15. “Verify & Set” Window of the Demo GUI

Here, the short status (1 byte = 8 bits, of which 7 are currently used) has been
received for seal “lAHA01052768.” The black/red lighting of the status codes
indicates their bit setting. The codes are:

SIT: Indication of whether the seal is SET or TAMPERED

LBW: Low battery voltage warning

O/C: Open/close status of seal wire

SS: Suspended Set. Indicates a “suspended sleep” mode of operations

WRC: Indication that the electrical characteristics of the seal wire have
been

changed relative to the SET conditions
Sleep: Indication of “deep sleep” mode of operation
GE: General error flag for any errors in the long-status bytes.

Most of the bits in the long-status bytes are used for diagnostics of
communications and hardware.

The number of events (openings, closings, settings) is stored in seal memory and
is reported in Figure A.3.15 as “11.” Other seal parameters of interest include:
Time and date (5 bytes)
» A seal stamp, which is uniquely generated internally with each SET
command, and modified whenever a tamper event is detected (2 bytes)
» “ADI” and “department” codes, that allow a seal to be assigned as one of a
group of seals, and allow identifications of a department with an
organization.
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Figure A.3.16 shows the “All Commands” window. The demo program handles
queries and response data largely in hexadecimal characters as shown. This
allows the application developer and evaluators to see (by decoding the hex
strings) the individual bits. In the response window, the “OD” indicates the
number of bytes (1 byte = 2 hex characters) in the response (0Dhex = 13). The
next six bytes are the seal ID, in which each alphanumeric character of the ID
has been converted into 5 bits, and the resulting string of bits converted into hex
characters (4 bits per hex character). The next two hex characters, “64,” indicate
the message type, and correspond to the “Read Parameters” command that was
sent (near the top of the window). The short status for the seal follows (“A8” =
10101000). The high values for the 1%, 3", and 5" bits correspond to the 1%, 3",
and 5" parameters (S/T, WRC, O/C) being highlighted in Figure A.3.15.

Yy Hi-G-Tek Data Seal Evaluation Software - [RF Commands]

B File Readers Seals Tools Help

Y N o\

Readers Administration Reader Setup Werify & Set Al Commands

Command Code: IRead Parameters vl |64 Reader: |554595?11 (Address=1) j

Cormimand Data: |11 06

Resder seszion; I 3500 ms SealsiTage D [IAHAD 052765 System I 0.5 zec

Commandﬁxecu‘tlon Cyclic Execution | Stop Fesult I Command OK.

Response:

0p 48 50 10 10 10 &0 &4 A& 11 06 03 03

Figure A.3.16. “All Commands” Window of the Demo GUI
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A.4 SAVI SMARTSEAL

In this section we present results and observations from laboratory Testing of the
“Smart Seal” product provided by Savi Technology as part of their EchoPoint
system, Model number ST-645-12, and ID 4000109.

A.4.1. Savi SmartSeal System Description

The SmartSeal is a partly re-usable electronic bolt'” seal that transmits
information about itself via a radio frequency carrier. Savi provided:

» SmartSeals (model number ST-645-12),

* an EchoPoint reader (Model SR-640-101with built-in antenna)

» an EchoPoint medium-range SignPost (Model SR-600-101)

The seal system provided has two communication paths. First, there is one-way,
low-frequency (123 kHz inductive) communication from the Signpost to the seal.
This is intended for ranges up to 5 m (with the longer-range Signposts, model
SR-600-201). A seal can log its location history by having Signpost IDs written to
its memory with an internally generated time stamp. The Signpost can also be
used to put the seal into various modes (beaconing, set to detect tampering, etc.)

Second, there is two-way UHF (434 MHz) communication between the seal and
the reader. This is intended for long range (up to ~100 m) communication. The
system uses frequency shift keying (FSK) modulation with a reported 35 kHz
deviation for UHF communications. On-Off keying is used in the inductive link.

The seal, shown in Figure A.4.1, is a tamper-detecting barrier seal. Once sealed,
the bolt is intended to be removed with bolt-cutters. With replacement of the bolt
(reported by Savi to cost a couple of dollars), the seal is re-useable. The seal
detects tampering with or removal of the bolt. A magnetic element is adhered to
the back of the seal to help hold the seal in position flush against the container
door. This also provides some small standoff of the internal antennae from the
metallic door, which reportedly improves the seal’s RF performance.

Each seal has 4-16 bytes for a factory programmed ID, in addition to system-
controlled memory and firmware. According to Savi, each data pulse (~5 msec)
contains 98 bits of data. The initial pulse includes the Tag ID, owner ID (if
stored), tamper status, and an identifier for its operating mode (beaconing,
broadcast, point-to-point), in addition to error-checking bits. The seal can be
provided with up to 28kB of additional memory, although a few kB is likely to be
more typical, since each event can reportedly be recorded in about 10 bytes of

7 New bolt required
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data. Thousands of events could potentially be stored. The seal has an on-
board clock that allows events to be time-stamped. Password authentication of a
reader is also possible.

a) Front b) Rear
Figure A.4.1. Views of SmartSeal with Bolt Installed

Figure A.4.2 shows a seal (without the bolt) taped in position on the handle hasp.

Figure A.4.2. SmartSeal on Simulated Container Door (taped to handles)

A.4.2. Test Results and Observations

4.2.1: Frequency Measurement of Seals

Savi reports that the SmartSeals transmit on a nominal 433.92 MHz carrier
(wavelength = 69.1 cm [27.2"]). Each transmission pulse from the seal lasts
about 5 msec. The fastest sweep time available on the spectrum analyzer is
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50 msec, so many pulses must be read to obtain a continuous spectral plot. The
results are shown in Figure A.4.3.
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Figure A.4.3. Envelope of SmartSeal Transmissions Showing Peaks From FSK

The resolution bandwidth was set to 100 kHz to help resolve the peaks. Multiple
pulses were measured, and the curve represents the maximum value detected at
each frequency. In Figure A.4.3, the two FSK peaks are separated by about

60 kHz and are centered around 433.91 MHz. Any drift in the seal or analyzer
properties over this time could lead to inaccuracies in the combined plot. For
example, the low frequency peak in Figure A.4.3 is not as well defined as would
be hoped due to drift in the analyzer.

The long-range reader uses the same communication means (FSK on 434 MHz)
as the seals.

4.2.2 Seal Signal-Strength Maps
It is expected that the RF field strength radiated by the SmartSeal in a given
direction will correlate with the seal-to-reader range in that direction. The
purpose of this test set was twofold:
e To generate data to support numerical modeling of the SmartSeal’s
radiation pattern.
e To generate RF signal-strength data that, together with the output of the
numerical models, can be compared against seal-to-reader range
measurements.

Tests were conducted both with and without a container door present. Without a
container door present, the measured field pattern is attributable primarily to the
SmartSeal’s antenna and construction. These measurements provide data to
help build and validate numerical models of the SmartSeal’s RF characteristics.
With a container door present, the measured field pattern includes the effects of
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reflections of RF waves. These reflections introduce the possibility of
constructive and destructive interference, especially in the vicinity of the seal, so
that the field-strength map will differ from that of the SmartSeal without the door.

Test Environment

The tests discussed in this subsection were conducted outdoors on the top deck
of a parking garage (Figure A.4.4).

Figure A.4.4. Area Used for Outdoor Laboratory Tests (shown with components
for On-Door tests installed)

All tests were conducted using a log-periodic antenna, RG-58 co-axial cable, and
an Advantest R3131A spectrum analyzer. All measurements represent relative
dBuV values at the analyzer, without correction for cable losses or antenna
factor. The resolution bandwidth of the analyzer was set to 100 kHz, with a
center frequency of 433.92 MHz and a sweep time of 22 sec. For each data
point, several seal transmissions (at 10 second intervals) were measured in the
time domain, and the individual dBuV values were averaged.

Open-Air Testing

Description

The SmartSeal was attached to a plastic mount, atop a leveled, rotary stage on a
tripod. The tripod was adjusted so that the center of the SmartSeal was 1.60 m
(5’3”) above ground level (Figure A.4.5).
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Figure A.4.5. Rotary Mounting for SmartSeal

Two sets of measurements were made:
= one with the antenna axis in the same horizontal plane as the seal and
aimed at the seal (Figure A.4.6.a), and
= one with the antenna elevated above the seal plane, with the antenna axis
aimed downward at the seal at an angle of 30° (Figure A.4.6.b).
For both the at-level and elevated configurations, measurements were made with
the antenna rotated into two orthogonal positions: with the antenna elements in
the vertical plane (Figure A.4.5.c), and with the elements in a plane that also
contains the seal (Figure A.4.5.d). For each set of measurements, the antenna
was mounted on a mast and located so that its center element was nominally
3 m from the seal. Temperatures for these tests were around 16°C (60°F).

(a) Level, horizontal (b) Elevated, “vertical” (c) Vertical
elements (d) Elevated, “horizontal”

Figure A.4.6. Four Orientations of the Log-Periodic Measuring Antenna

Using the rotary stage, the seal was rotated through 360°, in 15° increments.
Measurements were made with the seal tripod at the nominal 3 m distance from
the antenna. The measurements were repeated with the antenna moved one-
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half wavelength (about 34 cm) further from the seal. In the results presented
below, these measurements, after applying correction factors to each, were used
to calculate the average.

Open-Air Test Results

Figure A.4.7 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna in a vertical plane. In the plane of the seal,
signal intensity is nearly isotropic. It varies over a +1.5 dBuV/m range, with the
maximum detected at an azimuthal angle of about 105° and the minimum directly
opposite at about 285°. A much stronger non-uniformity is observed in the
measurements made at a 30° inclination to the horizontal, reaching +6 dBuV/m,
with the maximum and minimum positioned similarly to those in the “at-level”
readings. At 30° inclination, both sets of raw data show peaks around 120° and
minima around 255°, though one set had a larger variation (£8 dBuV/m) than the
other (£5 dBuV/m). Since these measurements were made 4.3 to 4.8
wavelengths from the seal, near-field effects may be responsible for the distortion
of the 30°-inclination pattern.
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(a) At Seal Level (b) At 30° Inclination
Figure A.4.7. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Vertical Polarizaton)

Figure A.4.8 shows the corrected, averaged signal strengths measured with the
elements of the measuring antenna normal to the vertical plane. In Figure
A.4.8.a, the antenna axis and elements are in the same horizontal plane as the
seal, as in Figure A.4.6.a. In Figure A.4.8.b, the antenna axis is aimed at the
seal from above, and the antenna elements are horizontal, as in Figure A.4.6.d.
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(a) At Seal Level (b) At 30° Inclination
Figure A.4.8. Measured Signal Strength in dBuV/m, Horizontal Plane Pattern
(Horizontal Polarizaton)

The variations around the seal are stronger than for the at-level, vertical-
polarizaton measurements of Figure A.4.7, and lobes are readily apparent. In
the level and inclined cases, the signal strengths range over +6 and +8 dBuV/m,
respectively, and average about the same as the vertically polarized signals.
The maxima occur towards the 0° and 180° directions. For both the at-level and
inclination measurements, both sets of raw data had the same general shape,
mainly differing only in signal amplitude. This suggests that the lobe pattern
derives from the seal’s construction and not from reflections from the
environment.
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On-Door Testing
Description

The SmartSeal was placed on the door-handle hasp on a structure built to
simulate the lower half of the rear doors of an ISO container. This was shown in
Figure A.4.2. The installed seal sat at an elevation of about 1.45 m (4’9”). Many
ISO containers have corrugation-like recesses on the doors. However, the door
handle mounting hardware cannot be placed in one of these recesses, and the
SmartSeal would be placed near the hasp. So, the SmartSeal will likely not be
directly over a recess. Therefore, these tests simulated the placement of the
SmartSeal only over a smooth metallic backplane. With the seal installed as in
Figure A.4.2, the seal is kept parallel to the door by the 1.3-cm thick (0.018
wavelengths) magnet. Temperatures during these tests were about 16°C (60°F).

The antenna was mounted on a mast, its axis aimed at the seal. The mast and
antenna were moved into seven angular positions in a 180° arc around the seal
(Figure A.4.9).
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Figure A.4.9. Diagram of Nominal Antenna Positions Around Seal on Container
Door

At each position around the seal, the antenna was rotated into two orthogonal
positions, to measure the vertical and horizontal polarization of the RF field. Also
at each angular position, measurements were made with the antenna located so
that its center element was approximately 3 m from the seal, and again with the
antenna moved one-half wavelength (16 cm) away from the seal, along the same
angular path from the seal. After the corrections discussed earlier, these two
measurements were averaged to calculate a representative field strength for that
position.

On-Door Test Results

The on-door test results were measured with the monitoring antenna at the level
of the seal and also at the 30°-inclination positions. The results are plotted in
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Figure A.4.s 10 and 11. Figure A.4.10 shows the vertical polarization

measurements.
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(a) at seal level (b) at 30° inclination

Figure A.4.10. Measured On-Door Signal Strength (dBuV/m), Vertical

Polarization

As shown in Figure A.4.2, the seal was installed with a keeper bar to its

immediate right (towards the positive-angle side of the door), and the distance
from the seal to the edge of the door was greater on the positive side of the door
(left rear). These features may or may not contribute to the generally stronger
signals received when measuring from the negative-angle side of the door. Note
that to keep the seal useable in later tests, no bolt was installed; the seal was

taped into its proper position.
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Even at £90°, the signals were above the noise floor so that the reader has a
good likelihood of detecting the seal. At the seal level, the strongest variation
(excluding the drop-offs at the +90° positions) occurs between the —60° and —30°
viewing angles, but it is only about 4 dBuV/m (a factor of about 1.5 in absolute
volts-per-meter).

Figure A.4.11 shows the horizontal polarization measurements at the seal level
and at a 30° inclination. In the open-space tests (Figure A.4.8) the maxima and
minima varied by +6 to +8 dBuV/m from the average, and the lobes were fairly
symmetric about the 0°-180° plane, which is normal to the door in this test. In
contrast, Figure A.4.11 shows a slight distortion of the field towards the
“negative” side of the door (right rear of the container). The signals at —30° and —
60° are 2.2 to 7.4 dBuV/m stronger than their counterparts on the positive side.
This effect is somewnhat stronger than that observed for vertically polarized
signal. Note also that in the plane of the seal, the horizontally polarized signals
(Figure A.4.11.a) are several dB greater than those measured in the other
configurations (Figure A.4.10 and Fig 11.b).
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(a) at seal level (b) at 30° inclination

Figure A.4.11. Measured Signal Strength (dBuV/m) On-Door, Horizontal
Polarization, Horizontal Plane Pattern

4.2.3. Reader-to-Seal Range Maps

For the on-door testing, at distances of 7 m or more, the effect of reflections from
the boundaries of the test area shown in Figure 4 become a concern since
constructive and destructive interference can lead to inaccurate estimates of a
system’s true range. Savi indicated that the EchoPoint reader-to-seal distance is
on the order of 100 meters in open spaces and with the seal on a container door.
Because such large distance were not available at the Lab site, and because,
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with internal antennae, the reader output power could not be readily attenuated,
tests of reader-to-seal range were conducted at the cargo terminal test facility.

With several seals attached to the doors of a container on a chassis, and with the
reader at a height of about 30 feet, the reader was able to query the seals
successfully from a range of abut 90 m, even when the rear of the container
faced away from the reader. Open distances greater than this, without concern
about reflections from nearby container stacks or buildings, were not available at
the various test sites used at the terminal.

4.2.4. Seal-to-Reader Range Maps

Whereas tests reported above largely measure the performance of the seal and
are designed to generate data that can be scaled to account for changes in
reader design, this test measures performance that depends heavily on reader
sensitivity (e.g., reader hardware, firmware, and antenna designs).

This test is intended to generate an azimuthal map (in the horizontal plane) of the
range at which the seal can successfully communicate to the reader. It was
anticipated that this Seal-to-Reader Range Map would have a profile that is
analogous to the Seal Signal-Strength Map.

However, as discussed above with regards to Test 3, the seal-to-reader range is
advertised as being on the order of 100 m. At these ranges, reflections from
structures around the outdoor laboratory test area become a concern. The
signals received by the reader cannot be attenuated to shorten the range
because the antenna is built into the reader housing. Therefore, seal-to-reader
measurements were performed in conjunction with in conjunction with the On-
Road tests.

For these tests, Seal #4000109 was set to beacon at 10-second intervals. The
seal was mounted on the roll-up door of a rental truck. Most of the door (the
region around the seal) was covered in conductive metal sheeting to provide a
large backplane similar to that of a cargo container. The backing magnet was
held against the door, thereby setting the stand-off distance between the plastic
seal housing and the door. This mounting is shown in Figure A.4.12.
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Figure A.4.12. Savi Seal Attached to Coated Roll-Up Door

The omni-directional Savi reader was raised to height of about 19 feet above the
road surface and about 10 feet from the center of the lane. The truck was
incrementally stepped away from the reader antenna, so that the reader had a
view of the seal on the rear door. The seal was consistently read out to a range
of about 160 m (550 feet). Since these tests were conducted on a lightly used
rural road with trees present off to the sides, no “mapping” of seal-to-reader
ranged at various angles was practical. It is expected that the trees would mainly
have been signal absorbers rather than providing any significant reflections.

4.2.5. Data Capabilities

As discussed in Section A.4.1, each seal has 4-16 bytes User ID for a factory
programmed ID, in addition to system-controlled memory and firmware.
According to Savi, each data pulse (~5 msec) contains 98 bits of data. The initial
pulse includes the Tag ID, owner ID (if stored), tamper status, and an identifier
for its operating mode (beaconing, broadcast, point-to-point), in addition to error-
checking bits. The seal can be provided with up to 28kB of additional memory,
although a few kB is likely to be more typical, since each event can reportedly be
recorded in about 10 bytes of data. Thousands of events could potentially be
stored. The seal has an on-board clock that allows events to be time-stamped.
Password authentication of a reader is also possible.

In the course of testing the seal and reader performance, we demonstrated the
ability of the reader to query a specific seal, to broadcast a query to all seals, and
to record and report the RSSI (received signal strength) from each seal. We set
seals into and out of beacon mode via a broadcast instruction from the Signpost.
We also daisy-chained together multiple Signposts with overlapping read zones
and moved a seal among them. The demo software rapidly reported the updated
location (i.e., Signpost) of the seal as it received a stronger signal from one or
another Signpost.
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A.5 ALL SET ALL SEAL

In this section we present results and observations from laboratory testing of ALL
Seal product provided by All Set Tracking AB, Serial numbers #35 and #28.

A.5.1 All Set ALL Track System Description

The ALL Seal is part of the ALL Track system offered by All Set Tracking. The
seal is a re-usable electronic sensor that transmits information about itself via a
radio frequency carrier. All Set provided:

» ALL Seals (model number ATT 10 1-2/1 ROA), and

» a SV fixed reader with an integrated patch antenna

The seal system operates nominally at 2.44 GHz, using Direct Sequence Spread
Spectrum (DSSS) modulation with a 23 MHz broadband bandwidth. The range
of the system is advertised as being about 100 feet (30 m), but able to be “tuned”
to achieve a range of 100 m. The reported data rate is 1 Mbps. The reader
transmits for a period of 0.51 seconds and then listens for a response during a
shorter window. The seal listens for a reader twice per second, and it will
respond to a broadcast query if it is not instructed to ignore such broadcasts.
The advertised life of the seal batteries is several years, with a power draw of
10’s of pA.

The seal, two of which are shown in Figure A.5.1(a), is a tamper-indicating
sensor. With the container doors opened, the device is inserted over the
doorframe, as shown in Figure A.5.1(b). There is a pressure sensor in the long,
horizontal section of the seal. Based on readings from this sensor, the seal’s
internal processor decides whether the door is open or closed. The seal can be
placed anywhere along the starboard-side doorframe, but is intended to be
placed above or just below the upper hinge. With the door opened, the seal can
be easily removed and relocated. The seal can internally record up to 2 kB of
data, including:

» alog of the time and type of events (tamper events, reads, writes, sealing,

unsealing),
= container ID and its own seal ID
» bill of lading
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(a) production units tested (b) prototype being installed
Figure A.5.1. ALL Seals

The seal includes a standard DB-9 serial data connector to accommodate
communications with another sensor that the end-user may choose to install

inside the container. Such devices could include temperature, motion, or
radiation sensors, or digital cameras. We did not test the use of this feature

A.5.2 Test Results and Observations

5.2.1 Frequency Measurement of Seals and Readers

Measurements indicated that seals and reader transmit on a nominal 2.44 GHz
carrier.

Figure A.5.2a is a representative frequency scan'® of the reader output. The
resolution bandwidth of the analyzer was set to 1 MHz, its maximum. The sweep
time was as fast as possible for the analyzer, 50 msec, so roughly 10 sweeps of
this spectral band were made during each 0.51-second query. The curve
represents the maximum value detected at each frequency during one or two
queries. (The exact amplitude of the signal is not important here, and it has not
been corrected for antenna gain or cable losses.)

' Figure A.5.2a is not calibrated
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Figure A.5.2a. Envelope of Reader Transmissions

A representative time trace of the transmissions from the reader and seal are
shown in Figure A.5.2b. Measured at 2.44 GHz, with a resolution bandwidth of

1 MHz, the sharp peaks are the responses detected from the seal. This is a
typical example, as each peak is within +0.2 dB of the average for all the peaks
(some distortion of peak values occurred in the transfer of data from the analyzer
to the graphing utility). The query signals from the reader are the seen as lower-
strength bursts of about 0.5-second duration (the strength appears lower
because the measuring antenna was directed at the seal and away from the
reader).

60

55

50

4

[6)]

Signal Strength (dBuV)

N VAR VOCERE OERLR

0 1 2 3 4

Time (sec)

4

o

Figure A.5.2b. Trace of Reader Queries and Responses from Seal, at 2.44 GHz
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When the reader detects a seal (or possibly just ambient signals in the frequency
band of interest), the gap between reader transmissions is about 330 msec.
When no seals are detected, the time between queries shortens to about 140
msec.

5.2.2 Seal Signal-Strength Maps

It is expected that, all else being equal, the RF field strength radiated by the ALL
Seal in a given direction will correlate with the seal-to-reader range in that
direction. The purpose of this test set is twofold:
e To generate data to support numerical modeling of the ALL Seal’'s
radiation pattern.
¢ To generate RF signal-strength data that, together with the output of the
numerical models, can be compared against seal-to-reader range
measurements discussed later.

Tests were conducted both with and without a container door present. Without a
container door present, the measured field pattern is attributable primarily to the
ALL Seal’s antenna and construction. These measurements provide data to help
build and validate numerical models of the seal’s RF characteristics. With a
container door present, the measured field pattern includes the effects of
reflections of RF waves. These reflections introduce the possibility of
constructive and destructive interference, especially in the vicinity of the seal.
Hence, the field-strength map may differ from that of the seal without the door.

Test Environment
All tests were conducted using a 2.44 GHz yagi antenna, co-axial cable, and an
Advantest R3131A spectrum analyzer. Because the seal has broadband output
over a 23 MHz bandwidth, different frequencies may have different radiation
patterns from the seal antenna. It was not feasible to map the seal’s signal
strength over the continuum of the seal’s 23MHz bandwidth. However, because
the 23MHz bandwidth is only 1% of the center frequency, we do not expect the
radiation patterns to vary much over the bandwidth. Also, depending on the
seal’s orientation, the peak signal detected at the yagi measuring-antenna would
occur at slightly different frequencies over a range of about 10 MHz. It was also
doubtful that the analyzer, with its 50 msec sweep time, was catching enough of
the seal transmissions (which occur in a few milliseconds) to provide a
meaningful signal value.

It was decided to measure the transmissions at 2.44 GHz, with the resolution
bandwidth of the analyzer was set to 1 MHz with a sweep time of about 4 sec.
This generated traces such as that shown in Figure A.5.2b. The peak value
recorded out of four or five sequential peaks was used as the signal-strength
value for that seal position. This approach provided very consistent and
repeatable data.

87



Container Seal Technologies and Processes
Phase I Final Report
Open-Air Testing
Description
The All Set seal was attached to a plastic mount, atop a leveled, rotary stage on

a tripod. The tripod was adjusted so that the center of the ALL Seal was 1.52 m
(5 ft) above ground level (Figure A.5.4).

Figure A.5.4. Rotary Mounting for All Set Seal

Two sets of measurements were made:
= one with the antenna axis in the same horizontal plane as the seal and
aimed at the seal (Figure A.5.5.a), and
= one with the antenna elevated above the seal plane, with the antenna axis
aimed downward at the seal at an angle of 30° (Figure A.5.5.b).
For both the at-level'® and elevated configurations, measurements were made
with the antenna rotated into two orthogonal positions: with the antenna elements
in the vertical plane (Figure A.5.5.c), and with the elements in a plane that also
contains the seal (Figure A.5.5.d). The antenna used for these measurements is
shown in Figure A.5.6 and has a plastic radome covering it; the antenna of
Figure A.5.5 is shown simply to illustrate the orientation of the elements inside
the radome. For each set of measurements, the antenna was mounted on a
mast and located so that its center element was nominally 3 m from the seal.
Temperatures for these tests were around 21°C (70°F).

1 At-level means that the antenna is in the same xy-plane (constant z) as the seal
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(a) Level, horizontal (b) Elevated, “vertical” (c) Vertical
elements (d) Elevated, “horizontal”

Figure A.5.5. Four Orientations of the Elements in the Measuring Antenna

Figure A.5.6. 2.44 GHz Yagi Antenna (with radome) Used to Measure Signal
Strengths

Using the rotary stage, the seal was rotated through 360° (around z-axis), in 15°
increments. Measurements were made with the seal tripod at the nominal 3 m
distance from the antenna. The measurements were repeated with the seal
tripod moved one-half wavelength (about 6 cm) further from the antenna. In the
results presented below these measurements, after applying correction factors to
each, were used to calculate the average.

Open-Air Test Results
Figure A.5.6 shows the averaged signal strengths measured with the elements of

the measuring antenna in a vertical plane. Both sets of raw data (at the nominal
position and at one-half wavelength away in the horizontal plane) showed this
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same pattern, indicating that the low- and high-intensity features of the patterns
were not generated by reflections from the surroundings.

180 180

(a) At Seal Level (b) At 30° Inclination

Figure A.5.6. Measured Signal Strength (relative dBuV), Horizontal Plane
Pattern (Vertical Polarizaton)

Figure A.5.7 shows the signal strengths measured with the elements of the
measuring antenna normal to the vertical plane. In Figure A.5.7.a, the antenna
axis and elements are in the same horizontal plane as the seal, as in Figure
A.5.5.a. In Figure A.5.7.b, the antenna axis is aimed at the seal from above, and
the antenna elements are horizontal, as in Figure A.5.5.d.
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180 180

(a) At Seal Level (b) At 30° Inclination
Figure A.5.7. Measured Signal Strength (relative dBuV), Horizontal Plane
Pattern (Horizontal Polarizaton)

On-Door Testing

Description

Photos of the hinge area of an actual container are shown in Figure A.5.8. A
half-height, full-width simulation of a container door was built, including keep
bars, as shown in Figure A.5.9. A simulated hinge was added to it and the All
Seal was attached, as shown in Figure A.5.10. This structure was intended to
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replicate the small features found around the hinge area. On an ISO container,
the slot ahead of the hinge pivot rod provides a possible patch for signals to be
transmitted to the starboard side of the container, so it was important to include it
in the simulated hinge. The lab tests were performed after the tests at the cargo
terminal. Since the seal was installed just below the hinge at the terminal, the
simulated hinge region was modified to allow the seal to be placed below the
hinge.

Figure A.5.9. Simulated Container Door, Before Addition of Hinge Structure
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Figure A.5.10. Simulated Hinge Region and Seal Mounting for Lab Tests

The antenna was mounted on a mast, its axis aimed at the seal. The mast and
antenna were moved into seven angular positions in a 180° arc around the seal
(Figure A.5.11).
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Figure A.5.11. Diagram of Nominal Antenna Positions Around Seal on Container
Door

At the level of the seal, the yagi antenna was rotated into two orthogonal
positions, to measure the vertical and horizontal polarization of the RF field. Also
at each angular position, measurements were made with the antenna located so
that its center element was approximately 3 m from the seal, and again with the
antenna moved one-half wavelength (6 cm) away from the seal, along the same
angular path from the seal. After the corrections discussed earlier, these two
measurements were averaged to calculate a representative field strength for that
position.
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In a second set of measurements, the reader was placed at the same seven
positions around the seal, aimed at the seal, and the RSSI values (signal
strength returned from the seal) were measured.

On-Door Test Results

The on-door test results were measured with the monitoring antenna at the level
of the seal. The results are plotted in A.5.12 through A.5.14. Figure A.5.12
shows the vertical polarization measurements using the yagi antenna.

0

-30 30

-90 90

Figure A.5.12. Measured On-Door Signal Strength (dBuV) at Seal Level, Vertical
Polarization

A definite strong point was detected in the —30° direction. The strength
measurements were less consistent in the +30° direction, but peak values were
measured as shown in the plot. At the —90° and +90° directions, signals were
barely, if at all, distinguishable above the noise. So, the value of the noise floor
was used in the plot.

Figure A.5.13 shows the horizontal polarization measurements at the seal level
obtained using the yagi antenna. There is a definite signal drop-off in the —60°
direction.
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-30 30

Figure A.5.13. Measured Signal Strength (dBuV/m) On-Door at Seal Level,
Horizontal Polarization, Horizontal Plane Pattern

Figure A.5.14 shows the RSSI measurements at the seal level obtained using the
reader’s integrated patch antenna. Note that the RSSI value reported by the
software may be based on signals received at the strongest frequency, or from a
combination of frequencies; that was not determined. From the —60° viewing
angle, the reads were variable and infrequent. The RSSI value shown is that
measured when a read was successful. No reads were achieved in the 0°
position?’, despite moving the reader away and returning it.

2% No signals were received in 0 position, another graphical representation for no-signal received, would be
to a data point down to “150”. Unlike Figure A.5.14, Figures A.5.12 and A.5.13 were signal strengths
measured with a separate yagi antenna connected to spectrum analyzer.
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Figure A.5.14. Measured On-Door Signal Strength (RSSI) at Seal Level

5.2.3 Reader-to-Seal Range Maps

In the lab, when testing at ranges of 7 m or more, reflections from the boundaries
of the test area became a concern. So, this test was performed in conjunction
with the on-road testing described in section D of this report. The on-road testing
was performed using a rental truck with a roll-up door. Most of the door (the
region around the seal) was covered in conductive metal sheeting to provide a
large back-plane similar to that of a cargo container. The All Set seal was
positioned behind a small gusset plate in the lower corner of the door. This area
provided structures that were similar (though not identical) to those of an ISO
container: a vertical “lip” that blocks the line of sight of the seal from the
starboard side of the container, and a gusset plate that provides a some
shielding of signals directly rearward of the seal. The roll-up door was opened
slightly to allow the seal to be placed in its intended orientation, and then the gap
beneath the door was covered with metal sheeting, to restore the reflective back-
plane. This construction is shown in Figure A.5.15. For All Set, the height of the
reader antenna was only about 1.5 feet above the height of the installed seal.
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Figure A.5.15. Views of ALL Seal During and After Installation in Door Seam

The reader, with its integrated antenna, was placed on the side of the road, about
10 feet from the center of the lane. It was aimed at the back of the truck. The
truck was incrementally moved away from the reader. Reads were consistent
out to a distance of about 310 to 340 feet (~100 m). Readability (defined as the
ability to read the seal’s ID) remained intermittent out to about 500 to 550 feet
(~150 m), not reading at some locations, but reading again at a slightly longer
distance. After this limit, reads largely ceased.

5.3.4 Seal-to-Reader Range Maps

The ALL Set radio is TDD (time division duplex) type and peer-to-peer
(symmetric, i.e. equal power levels and half duplex communication), hence we
expected the two links to be of equal strength.”".

With a single reader, it was not possible to determine whether the read limit was
caused by the reader-to-seal link or the seal-to-reader link. Multiple power
sources over a hundred meters apart would be required to perform such a test,
sensing near the seal whether it had responded to a query from the reader.
Such facilities were not available at the remote site used for the on-road testing.
Only if one component were sending more power to its antenna would it be the
source end for the stronger link, and that reportedly is not the case.

5.2.5 Data Capabilities

As discussed earlier in this report, the seal has the ability to record internally:
* alog of the time and type of events (tamper events, reads, writes, sealing,
unsealing),
= container ID and its own seal ID, and
= a bill of lading

?! This test is realy designed to evaluate systems with asymmetric links, i.e., FDD(frequency-division
duplex) and power amplifiers and LNA in the reader.
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Figure A.5.16 shows one of the two user-interface windows that are always
present when using All Set’s demo software. In this case, it list two seals that
were detected locally after scanning for seals. We had entered a Container ID to
the memory of Seal #35, and this data was returned, along with the seal and
alarm status, when the seal was detected.

[{H allseal Demo 1Ol =l

File Settings Help

ALL DE1  Allseal Demo

Wireless Tracking

| TaglD | Container 1D | Alarmn | Seal Statuz |

OFFFFFFFFFFFO03S CHCPOZ Mo alaims Hot Sealed
OFFFFFFFFFFFO0Z5 Active blarmng Mot Sealed

Start Scan for Tags

Figure A.5.16. User Interface Window of All Set Demo Software

Figure A.5.17 shows the activity log that can be accessed through the main
window of Figure A.5.16. We have successfully applied and removed the
“sealed” setting from a seal on a closed container, i.e., put the seal in the
container; closed the door; used the demo software to “seal” the door. Demo
software indicated status as “sealed”. Then opened the door; used software to
‘unseal” the container.
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a 416/2003 12:00:42 A Sealing unzuccesful. Door open -

7 4A16/2003 12:00:31 Ak Fead zeal

B 4/8/200311:11:51 P Read seal

] 4/8/2003 11:05:36 P Read seal

1 4/8/2003 10:54:57 Phd Fead seal

3 4/8/2003 10:32:13 Ph Fead zeal

2 4/4/2003 62212 AW Fead zeal

1 33172003 10:35: 44 Ak [rate and Time Changed

o o o

Figure A.5.17. Activity Log for Seal #35

We also added a bill of lading to Seal #35, and retrieved it as shown Figure
A.5.18. When a bill of lading is requested via the software, the specific seal is
queried, and the data is presented in a window such as that shown in Figure
A.5.18.

™ Bill of Lading list of: DFFFFFFFFFFFOD35 =10 x|

I 3 0DVD cases ]
2 Two pianos

Figure A.5.18. Detail of Bill of Lading Window, with Two Entries Saved in Seal
Memory

Finally, Figure A.5.19 shows the other window that is always available when the
demo software is running. Of note in this example, the RSSI value is presented
(the seal was only a few feet from the reader, providing a high value of 346).
Also, the door switch value (1020 is high) indicates that there is essentially no
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pressure on the switch, as would be the case if the door were open. We
observed the variations in this value upon squeezing the seal by hand and when
installed in a container.

5 AllSeal Demo

Mo more Bill of Ladings
il

Create command bhatch response : @
Client com open

Received sequence numbher: 38

Zent sequence qumher: 38

Command code: 2

Message id: 13

Length: 36

Interrog id: 3805419896

Tag status: 8

RSSI: 346

Tag id:15255255255255255A53

Status: 8

Sealing response: 55163241188188523452
Local response: 561472251721721391041 39
Response QK if =zero: —181

Seal status: 3

Sealing time: A

Door Switch Ualue: 1828

Figure A.5.19. Scrolling Data Window in User Interface of Demo Software

A.6 CGM: MACSEMA+NAVALINK

In this section we present results and observations of our laboratory evaluation of
the “MiniButton” contact memory product, manufactured by MacSema, Inc., and
provided by CGM Security Solutions. The CGM product is a mechanical
container-seal system that provides small recesses into which MacSema’s
memory buttons are bonded. This combination allows electronic data to be
stored on the container and seal.

Since the MiniButton is not an RF seal, most of the laboratory tests from our test
plan were not applicable. Testing of the MiniButton focused only on its capability
to record and retrieve electronic data.

A.6.1 CGM / MacSema System Description

CGM offers numerous products for cargo security, including single-use cable and
bar seals for cargo container applications, as well as some re-usable versions of
these. These barrier seals require manual inspection to identify signs of

tampering. The components of a typical single-use system are shown in Figures
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A.6.1 and A.6.2. One end of the cable, or of a bolt through a bar seal, can be

inserted into a locking head to complete the sealing of the container. The
internal construction of the head prevents the cable from being pulled back out.

/'_H-m '

Ietal Multi-

,)’ : ; // Strand Cable

Mini Minibuttons
ButtonLink {one in locking
wiand head)

Figure A.6.1. System Components with Cable through Door Hasp

CGM offers locking heads that have small recesses in them. A memory button
can be epoxied into the recess to protect against accidental or malicious
removal. Alternatively, the button could be epoxied on a surface of the locking
system. A second button can be bonded to the container itself. The ID of the
seal button can be written to the container button, and vice versa. Operators can
then read both buttons to see if the one of the buttons has been exchanged, a
sign of tampering.

CGM offers the MacSema Minibutton contact-memory device in these systems.
The Minibutton has no internal power source; all power is provided by the reader
when it is in contact with the button (requires 6 V at 10 mA). The reader consists
of MacSema’s Mini ButtonLink wand, with either a serial or USB connector, and
software that resides on the user’'s PDA or other computer. The buttons are
available with from 128 bytes to 64 kB of memory. Larger MegaButtons (1.1”
diameter) offer up to 8 MB of memory. At a 115.2K baud rate, MacSema reports
that a 32 kB button can be read in 2.9 sec.
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Figure A.6.2. Close-Up of Memory Button Epoxied into a Locking Head

Although we did not perform environmental testing, the following performance
specifications are some of what MacSema provided. Where applicable, testing
was reportedly done per MIL STD-810E.

Parameter Rating Notes

Storage Temp. -85°F to 302°F

Operating Temp. -85°F to 257°F

Electrostatic discharge 15 kV 20 pps, human model

EMI

Non-susceptible to RF to 200 V/m

2 - 4000 MHz, 18.5 - 19.5 GHz

EMP 5.8, 26.7, 55.0 kV/Im

Vibration Worked after vibration equiv. to Vibrated at —85°F and 275°F
jet aircraft fuselage, for 15 min.

Salt Fog Per STD-810E Performed normally after

Saltwater Submerged > 1 month Performed normally after

Abrasion 80 psi glass beads, AIO(OH) Performed normally after

Magnetic field 1500 gauss Performed normally during

For reading and writing, the button and wand must be in electrically conductive
contact, so at the time of reading, the seal cannot covered in paint, thick grime,
etc. There are distinct contact points on the wand and button, so the they cannot
be immersed in water during reading, as this may short the contacts together.

Multiple commercial and DoD customers use the MiniButtons. The MiniButton
has been manufactured in its current form factor since 1995.

CGM and MacSema provided several contact memory buttons (8 kB capacity)
and a contact wand with a USB connector. They also provided software
applications that had been written to demonstrate the features of the button-
memory products in various industrial applications. The “Shipping Container”
demonstration was used for evaluation of the product. A laptop PC running
Windows 2000 was used for these tests; no PDA-based applications were tested.

This evaluation was not intended to find flaws in demonstration software. Our
testing primarily showed the typical operations envisioned by MacSema for their
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memory device in the container shipping industry. The GUI screens, encryption
technique, data fields, and use of passwords are currently selected on a custom,
application-specific basis.

The demonstration allows three user types: Administrative, Typical, and View-
Only. The following example of the MiniButton operation shows the graphical
user interface (GUI) for the Administrative user.

One button bonded to a seal we designated as “CHCPSEALO1.” Another button
was designated “CHCPCONTO02” and represented a button that would be
attached to a container. In the GUI shown in A.6.3, this was done by entering the
desired name in the “Seal ID (with button)” field. We clicked on “Add Seal ID to
Button,” touched the wand to the button, and confirmed our intention when asked
by the software. At the top toolbar, we selected “ButtonLink >> Read Button,”
and touched the wand to the button. The seal status, transaction date, and serial
number then appeared as shown at the bottom of Figure A.6.3.

The Seal ID might typically be initially written to the seal at the factory. Either
way, it is simply an alias to help the user classify the seal. The software
identifies a seal based on its serial number, which is permanent, not its Seal ID,
which can be changed.
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File Edit Buttonlink | ¥iew Help

 CONTAIMER IMFORMATIOM
CONTAINER ID SHIFMENT TYPE LOAD TYPE SIZE [ebm] MEASUREMENT TARE WEIGHT
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Add Seal D To Azgociate Seal et Seatsndy  Create "Counterfeit’
CHCPSEALDT Button To Contairer ontainer Matzhi]l  Button
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ARRBI¥YAL SEAL 110 CABLE SEAL 11D CONTAINER SEAL 110 CUSTOMS SEAL 110

~ SHIPPING INFORMATIOM
CARRIER NAME YESSEL NAME YOTAGE NO.  ETD ETA
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PORT OF LOADING PODL-FODS
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Figure A.6.3. GUI Showing Seal Parameters

We selected a container profile (manifest, carrier, size, etc.) from a pre-defined
database (for this demo), and entered the “CHCPCONTO02” seal ID. By clicking
on “ButtonLink >> Read Button” on touching the blank (no data) container button,
the software gave the option of “adding component data” to the button. We were
thus able to store the container info to the button.

Upon clicking on “Associate Seal to Container”, the software instructs the user
touch the wand to the seal button. It then reads the seal-button data (serial
number, seal ID, other background data) and instructs the user to touch the
container button. The seal-button data is downloaded to the container button,
and the computer captures the container data from the container button. The
software then instructs the user touch the seal button again. It then downloads
the container data to the seal button. Now when either seal is read, the same
container data is available.

The buttons’ serial numbers are generally encrypted, and MacSema offers
different types of encryption depending on the customer’s needs.

(o]
File Edit Buttonlink Wiew Help
—COMNTAIMER IMFORMATION
CONTAINER ID SHIFMENT TYPE LOAD TYPE SIZE [ebm MEASUREMENT TARE WEIGHT
IHJCU'HE'IQBB j ICY—CY IFACTORY LOAD |4U IBB.E 0
SEAL ID [WITH BUTTON . .
Add Seal D To Azgociate Seal il Create "Counterfeit'
ICH CPSEALDT Buttan To Container i| Button |
ADHESIVE SEAL 11D ADHESIVE SEAL 2 1D ADHESIVE SEAL 3 1D ADHESIVE SEAL 4 1D
ARRI¥YAL SEAL 110 CABLE SEAL 11D CONTAINER SEAL 11D CUSTOMS SEAL 11D
— SHIFPING INFORMATIOMN
CARRIER NAME YESSEL NAME YOTAGE NO. ETD ETA
IHJ IHANJIN GOTHEMBURG I'IE IIJB,."1 0/2003 j |1Df1 Ffennz j
PORT OF LOADING PODL-FODS
JHONG KONG LA
—OTHER INFORMATIOM
SUB TOTAL|MO. OF |G, |MMENT |CAT. P.O. |VANNING | SAMPLE CTH
UL (DIF [LADIRE COMTRACT | ppy  [LOTHUMBER - \DOCK lory ™ pegs |(kosl [icbm)  |NUMBER |POSITION |AT WaN DOOI
HJSCHEGATB482E02 HE.20080RT 216 B16-1335-0412 9600 200l 3920 28
HJSCHEGATB482E02 HE.20080RT 216 816-1335-0313 1200 100 4390 35
HJSCHEGATB482E02 HE.20080RT 216 16-1335-0115 12000 1000 4300 35
<] | |
— Dfficial Uze Dnly [Container)
BUTTON STATUS TRANSACTION DATE BUTTON SERIAL NUM. FILE NAME  CLEARED DATE
I 3 - Changes Witten I BA10/2003 5:31:27 Fid I 0500582BEB39 I Cc I BA0/200312:05:17 P
— Official Use Only [Seal)
BUTTON STATUS TRANSACTION DATE BUTTON SERIAL NUM. FILE NAME  CLEARED DATE
I 2 - Inwentoried I 51072003 21:25:32 I 0500315940839 I CD3

Figure A.6.4. Container and Seal Data After Association of Seal to Container

Upon clicking on “Verify Seal and Container Match,” the user is instructed to
touch the wand to each button. The software checks to make sure that the
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container button serial number is what the seal button expects, and that the seal
button serial number is what the container button expects.

The software can generate time stamps and audit trails of each read and wrte
attempt and store that log on a button. We observed this feature in a separate
demo application that incorporated it.

In addition to encryption, the buttons we tested were also reportedly password
protected (by and within the software), so that only a software application with
the proper password could communicate with these buttons via a wand.

In this demo, the Administrative User had the following authorities that the
Typical User did not:
e Clear button status and seal ID’s from the container info in the software
database
Add a seal ID to a button
Delete a file (i.e., all data) from a button
Add new users
Create a “Counterfeit” Button, to demonstrate success of encryption

For the Typical User, the GUI is looks the same, except that a couple of buttons
are removed.

Also in this demo, the Typical User had the following authorities that the View-
Only User did not:

e Save data to the local database

e Associate a Seal to a Container

For the View-Only User, the GUI appears as:

N [ 5

File Edit Buttonlink Yiew Help
—~ CONTAIMER INFORMATION

CONTAINER ID SHIPMENT TYPE LOAD TYPE SIZE [ebm MEASUREMENT TARE WEIGHT

[Hucuriz21aes | Jer-cr [FACTORY LOAD [40 BB 5 0

SEAL ID [WITH BUTTON QerTfySeaT.lﬂncT

ADHESIYE SEAL 11D ADHESIYE SEAL 2 1D ADHESIYE SEAL 3 1D ADHESIYE SEAL 4 1D

ARBI¥AL SEAL 110 CABLE SEAL1ID CONTAINER SEAL 11D CUSTOMS SEAL 110
— SHIPPING INFORMATION

CARBRIER NAME ¥ESSEL NAME YOYAGE NO. ETD ETA

R [HANIN GOTHENBURG [1E [os/10/2003 | [10717/2002 ¢]

PORT OF LOADING PODL-FODS

JHONG KONG fLa

Figure A.6.4. GUI for a View-Only User
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APPENDIX B: GATE-AREA TESTING

B.1 INTRODUCTION

The In-gate area at the terminal is a crowded environment with a lot of structures,
most of the time with very heavy traffic, where checking-in and checking-out
operation takes about 6-10 minutes, and each lane queue is typically 3-4 trucks
deep. Itis not clear how well would e-seals perform in this kind of environment.
Will gate structures and vehicles be an obstacle? How will it effect readability at
different e-seal frequencies? What is the reader range under the described
circumstances?

To answer those and other questions the in-gate testing focused on
e Establishing how far out can the reader detect the e-seal (establish the e-
seal read —zone) and e-seal readability as the truck is approaching the
booth - this is the point when e-seal can be first processed, and
o Testing readers’ ability to detect e-seals across different lanes. In a
crowded gate environment, the farther the lane from the reader, the more
obstacles and interference there are between a reader and e-seal.

The key objective of those tests was to gain understanding about the reader
range and e-seal readability in the in-gate environment, with the purpose of
evaluating optimum placement of e-seals on containers, as well as placement of
reader antennas and readers to achieve their optimum use.

The in-gate tests were performed at the Howland Hook Marine Terminal in
Staten Island, NY. Site survey was conducted on January 9, 2003. First part of
in gate testing was conducted on January 27-28, 2003, second part was
conducted on March 26-28, 2003. Testing was completed on June 2, 2003.

Appendix B presents results and observations from the in-gate testing.

In-Gate Environment

Figures B.1.a- B.1.d show the layout and structures in the in-gate area. Figure
B.1a shows the Howland Hook Terminal Gate. Figure B.1.b and B.1.c provide a
closer look at the entrance to the gate, and specify the dimensions for booths,
islands and lanes. Finally, figure B.1.d provides the view of the ceiling area.
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Only 1 to 2 feet A At distant in-

between gate
ceiling and Lanes, roof

container roof. \ I m I .- extends a few
ff_r'_;'fi_,'.- H“ g I I[ 11 — 3
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Figure B.1a Howland Hook Terminal Gate
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Three |-beam pillars between

each Lane (one at each end, With truck at rest, rear of
one in middle). One booth container will be 20 ft to 45 ft (6 m
near entrance side of each to 14 m) from edge of ceiling.

island. Some islands serve
reversible Lanes; these have a
booth at each end.

Figure B.1b Howland Hook Terminal Gate — Lane views

Lanes: 10-ft wide (3.05 m) Booth: 8ft long (2.44 m).
Islands: 6-ft wide (1.83 m) Metal base and roof,
Lane center-to-center: 16 ft 108 glass/plastic windows.

(4.88 m)
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